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GSM Communicator
PSTN Contact ID to GSM SMS Text Converter

Reporting security panel messages to the SIA-09 CMS (Central Monitoring Station) receiver

This manual includes steps to install, set up and use your system




DESCRIPTION

A cost-effective solution that provides GSM/GPRS connectivity for
any non-GSM PSTN security alarm panel DSC, Paradox, UTC Interlogix
(CADDX), Innerrange, Texecom, Honeywell, Crow and Pyronix.

GTCOM2 GSM Communicator is special for converting the PSTN
Ademco Contact ID codes to readable SMS notifications and SIA-09 IP
over GPRS network to central monitoring station (CMS).

The GSM communicator converts the Contact ID codes of the alarm
panel’'s PSTN communicator into:

. Readable SMS text and CALL

e  Mobile App Push Notifications

. SIA-09 CMS Central monitoring station receiver

Also you will get extra features in the same module:
e  ARM/DISARM security panel remotely using APP, Call, SMS
e Access Control: Gates, Doors, efc ...
e  Control Thermostat. Can be connected up to 32 temperature
sensors.

FEATURES

e  Connects to the Panel's Landline Dialer.
e  Reporting to:
8 cellular numbers through SMS
8 cellular numbers Alarm calls
Android / iOS SERANOVA app push notifications.
Reporting system events to a central monitoring station
receiver using Internet Protocol Event Reporting with event
type Contact ID. IP communication data is sent using the
SIA IP DC-09 standard protocol, which supports Ping
supervision, AES128 Encoding, TCP/IP or UDP/IP via GSM
GPRS. The supported versions of SIA DC-09 standards:
= ANSI/SIA DC-09-2007
= ANSI/SIA DC-09-2012
= ANSI/SIA DC-09-2013.
Works with Android/iOS SERANOVA app and Web Apps:
Provides SMS and push natifications about events.
Allows remote system Arm/Disarm.
Enables remote control of connected devices (lights, gates,
ventilation systems, heating, sprinklers, etc.).
Features remote temperature monitoring.
e  Multiple methods for remote control and monitoring:
o Android / iOS / WEB-based SERANOVA APP allowing
control system from any OS device from anywhere
o  SMS-based communication for system control
o  Control of the device by call
o  Foryour convenience, a web app compatible with standard
web browsers for better accessibility.
. Built-in access control features. Access control for gates, doors,
barriers, and more.
e  Thermostat and automation support for up to 32 digital sensors,
ideal for various temperature-sensitive environments.
. Remote configuration and control via GPRS connection, USB with
SERAZ2 software, or the free SERANOVA app
e  Firmware update via USB or remotely via GPRS with the SERA2
software.
. Built-in access control features.
e  Events log buffer. 3072 events.
. Built-in real-time clock

O O O O
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Alarm panel

APPLICATIONS

. GTCOM2 communicator is cost-effective upgrade for existing
security panel:

o Functions as a gateway with third-party PSTN/non-2G/3G/4G
LTE alarm panels, using 2G/3G/4AG LTE and IP networks for
transmitting data to central monitoring stations (CMS) or
users via SMS and app notifications.

o Capable of simulating PSTN line, interpreting DTMF Contact
ID messages, and sending SMS via GSM network. Compatible
with DTMF dialing and Ademco Contact ID (SIA DC-05
standard).

o  Supports SMS notifications for up to 8 users about system
events based on alarm panel settings.

e  Allows control of the primary alarm panel from GTCOM2, with
status visible in the app.

e  Enables GTCOM2 control from the alarm panel with status display
on the keyboard.

¢ Home automation

. Gate access control
Mobile phone

2G 3G 4G LTE GSM
communicator

G

Central monitoring station

*Alarm panel must support DTMF (tone) dialing and Ademco Contact ID data format according to SIA

SIA DC-05 standard.
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1 GENERAL INFORMATION

2G, 3G, 4G LTE
communicator

RS .

*Alarm panel must support DTMF (tone) dialling
and Ademco Contact ID data format according to
SIA SIA DC-05 standard.

. GETITON

: » Google Play
# Download on the
3 & App Store

@ WéhésApp

Alarm panel*

Figure 1 Structural schematic with usage

Call, SMS Mobile phone

~— GSM |— —
Cloud Server Mobile app

GPRS — —

(" SIADC-09 Monitoring )

Receiver software
“— GPRS > —
]

\— Central Monitoring Station (CMS) —/

The GTCOM2 module sends GSM-based SMS alerts about security system events to users.

Converts Contact ID DTMF data from any security panel's PSTN communicator into SMS; transmits to central monitoring stations (CMS) using
the SIA DC-09 IP protocol, ensuring compatibility with SIA DC-09 receivers.

Displays the security panel status on the SERANOVA mobile app.
Synchronizes statuses between the GTCOM2 and the primary alarm panel for control and monitoring, which are accessible through both the

app and keyboard.

e Inthe event of an alarm or other occurrence, it sends sequential SMS messages (SMS1, SMS2... SMSn) and calls (DIAL1, DIAL2... DIALnN) to

each of the 8 users.

GTCOM2 User manual v.2024-01-04
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1.1 Specifications

T @

Parameters of built-in GSM module:
Quad-band (850/900/1800/1900 MHz)
Optional 3G ,4G LTE bands

Sending of SMS messages

Receiving of calls and dialing

Data download/upload via GPRS network

IN1, IN2 inputs:

e Burglary alarm zones. Input type
NC/NO/EOL/EOL+TAMPER 2.2K + 2.2K;
10K pull up resistor;

Analog input 0-10V;

Response time;

Time of repeatable Alarm/Restore;
Commutation of selected output;

Protocol to Central monitoring station (CMS):
ARC - Alarm receiving center
SIA IP DC-09 protocol:

Standards supported:
o DC-09-2007,
o DC-09-2012,
o DC-09-2013,
o DC-09-2021
Backup channel: Yes
UDP/TCP: Yes
AES128 bit encryption: Yes
Ping Supervision Messages: Yes
Time Stamp synchronization: Yes

Buffer for unsent events:
Nonvolatile flash events log 3072 events

5V power source output:
e Voltage 5V
e Current limit 100mA

Power supply voltage:
e DC 10-16 V/ 200mA max
e Max. Allowed ripple voltage 100mV.

Inputs/outputs 1/01, 1/02:

Programmable output;

e Open Drain 24V/1A ,

e Short Circuit Protection

e Overvoltage Protection (Active Clamp)
e Overcurrent Protection

Programmable Input:

e NC, NO or EOL=5.6kQ (settable)

Wiegand interface DO,D1 (DATAO/ DATAL):

Wiegand Keypad / RFID reader;

Wiegand Keypad / RFID reader:
26-bit,34bit Wiegand RFID card format
4-bit, 6-bit, 8-bit Keypad PIN/CODE format
The total length of the bus from 10 to 100m.

Consumption current:

In standby mode less than 50 mA.

In dialing or SMS/GPRS sending mode
less than 200 mA.

Digital 1-Wire interface 1W:

800 iButton users - DS1990A,

up to 32 temperature sensors DS18b20
Aosong 1-Wire bus Humidity Sensor AM2302
DHT22 AM2305 AM2306 AM2320 AM2321,

GTCOM2 User manual v.2024-01-04

Module control:
ARMI/DISARM of the security system via:

Free SERANOVA app (Android, I0S, web)
SMS message 800 users

short call DIAL 800 users

Maxim-Dallas iButton key (iButton DS1990A
— 64 Bit ID)) 800 users.

Wiegand keypad code or RFID keycard or
key fob 800 users

Environmental parameters:

Storage temperature range

from -40 to +85 °C / -40 to 185 °F

Operational temperature range

from -30 to +75 °C / from -22 to 167 °F

Max relative humidity:

0-90% RH @ O... +40°C (0-90% RH @
+32... +104°F) (non-condensing)

Package weight 90g
Module weight: 43g

Overall dimensions of the module:
73x62x26mm
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1.2 Used definitions and terms

Term

Description

Alarm Log

Records of system events

Arming/Disarming

The process to activate or deactivate the system's security.

Authorized user

A person with a mobile number registered in the GTCOM2 module. Multiple users with equal rights can be added.

Backup battery

The secondary power source of the system. In case of a main power failure, the backup battery will take over.

Bell squawk

Siren signals indicating arming (2 short beeps) and disarming (1 long beep). Default is off.

Bypass/Activate Zone

Allows disabling a compromised zone for arming. The zone is ignored if breached while armed and stays bypassed till
disarmed.

Caller ID Identifying the caller's phone number.

COM Negative power supply terminal.

Configuration Setting system parameters such as phone numbers, input names, etc.
CMS Central monitoring station

DIAL The system makes a call to the number specified.

Diagnostic Tool

When using Configuration tool software, you may monitor system inputs/ outputs, view changes of peripheral devices,
instantly configure necessary options, for example, enabling/disabling PGM outputs, etc.

Entry Delay Countdown initiated upon violation of a Delay-type zone. If disarmed before expiry, no alarm triggers.

EOL (End of line resistor) input type with resistor.

Event The information that the user receives.

Event Log Recorded system events. Logs actions, configurations, and info messages.

Exit Delay Time after arming for users to leave the secured area.

Fault An issue preventing normal system operations. The system can diagnose and notify of faults via SMS.
A unique 64-bit ID code containing chip enclosed in a stainless-steel tab usually implemented in a small plastic holder.

iButton key The module supports up to 800 iButton keys each holding a unique identity code (ID), which is used for system arming
and disarming.

Installer a person provided with INST (installer's) password

Master/User Code

Allows to carry out system arming/ disarming as well as minor system configuration and control

Normally closed (NC)

It is a switch that passes current until actuated.

Normally open (NO)

It is a switch that must be actuated to pass current.

Periodic Test Event

Regular system test event with date, status, signal strength etc.

Pull-up resistor

Is that it weakly "pulls” the voltage of the wire it is connected to towards +V (or whatever voltage represents a logic
"high™).

PGM output

A PGM output is a programmable output that toggles to its set up state when a specific event has occurred in the system
or if the user has initiated the PGM output state change manually.

Ping period

Sets period of time defining how often the module sends ping data packet to the server.

Service messages

ARM/DISARM, test, resetting of the system.

SSR Solid State Relay
System can re-sent all incoming SMS messages to the specified users. It is useful if the GSM operator of the inserted
SMS forward SIM card sends some useful information (SIM card validation or payment account status and etc.) or it is necessary to
monitor all incoming SMS messages by specified user.
User It is a person being aware USER password.
Zone Detection devices such as motion detectors and door contacts are connected to the alarm system'’s zone terminals.

Zone state/status

Indicates a zone's condition: violated or restored.

+V

Positive power supply terminal.

GTCOM2 User manual v.2024-01-04
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1.3 Package content

Table 1 Standard package content

GTCOM2 module — 1 pcs Shipping Package - 1 pcs

' Package content may be vary without a notice. Ask the seller before buying!

Table 2 Additional, under request package content

N L

Cellular Antenna 2.5 dBi L-Type 4G LTE Antenna 3dBi SMA male 4G LTE Antenna 7dBi SMA male 4G LTE Antena 5dBi SMA male
SMA Connector Adhesive Mount 2m Cable Magnetic 2m Cable Magnetic 2m Cable

o A

Waterproof Temperature Sensor
DS18B20 cable 1m Temperature sensor DS18B20

Digital Temperature/Humidity

Sensor Am2305 Humidity sensor AM2320

iButton DS1990A-F5+ key iButton probe with LED indicator Mini USB cable Wiegand keypad & RFID reader

GTCOM2 User manual v.2024-01-04 8 |



1.4

General view of the module

15

Table 3 Meaning of LEDs

Meaning of LEDs and contacts

aprpOdE

LED Indication: See Table 3 for the meaning of LEDs.

Mini USB Connector: Used for module configuration and firmware updates.
SIM Card Holder: Push-push type for Nano SIM.

ANT GSM Antenna Connector.

Terminal Block: For power supply and input/output connections.

Name

Indication variations

Meaning

WDG (green) built-in
LED

Watchdog heart beat blinking, remains lit for

50ms, and turns off after 1000ms.

The module is functioning.

Off

The module is out of order or no voltage

REG (yellow) built-in
LED

Lights continuously

Modem has been registered to the network

Flashes, remains lit for 50ms, turns off for

300ms

Modem is being registered to the GSM network.

Blinking fast, remains lit for 50ms turns off

for 50ms

PIN code of SIM card error. PIN code request should be removed

Off

Modem failed to register to the network.

DATA (red) built-in LED

Lights continuously

server.

Off

All data has been sent.

Lights continuously

The security control panel has picked up a handset Off-hook

The memory of the module contains unsent reports to the user or to the

LINE (blue) OFF The security control panel has not picked up a handset On-hook
DTME Blinking 5-10ms DTMF tones are receiving from the control panel
Blinking 1s DATA OK. Data received correctly.
OFF HOOK
LINE
LED
ON HOOK e DTMF DATA il DATA OK
ks 5-10ms i e 1s |
DTMF [ .|
LED

Figure 2 Meaning of LINE and DTMF LEDs

LINE (blue) LED lights continuously, when central panel OFF HOOK DTMF LED is blinking (5-10ms). When DTMF LED lights for 1s, data received

correctly.

GTCOM2 User manual v.2024-01-04
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Table 4 Terminal block. Contacts.

Name Optional functions and Description
DC 10-16V
DC+ Max 0.2A
COM Common terminal (negative)
TIP Terminal to connect with security control panel TIP terminal
RING Terminal to connect with security control panel RING terminal
Digital input (zone) NC/NO/EOL/EOL+Tamper
1/01-1/02 Programmable functions Open drain output 16V/1A
Analog voltage input 0-16V
Input/Zone with pull up resistor 10K to the VD+. Used for gate position or security
IN/DO ... Programmable functions Sensofs -
IN2/D1 Can be configured NC/NO/EOL/EOL+Tamper
Wiegand interface. Inputs DO and D1 used for Wiegand RFID reader, keypad
Digital output (Max 3.3V)
Programmable functions Digital inpu_t (Max 3'3\/).
W Dallas 1-Wire bus. For iButton DS1990A and temperature sensors DS18B20
Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Max available voltage +3,3V
Max available current 10mA
Power supply for external temperature, humidity sensors
+5V Max available voltage +5V
Max available current 100mA
A RS485 bus A contact
B RS485 bus B contact

[1] If the zone used for security system purpose 5.1k pull-up resistor should be connected

2 QUICK START
. &

e  Settings can be saved to file and quickly written to other communicators.

e  Two access levels for configuring the device for CMS administrator and for installer.
e  Remote configuration and firmware updates.

2.1 Requirements of the Security Control Panel

The security control panel should meet the following requirements:
. Support the Ademco Contact ID protocol in accordance with the SIA DC-05 standard.
e  Support dialing in DTMF tones.
e  Support the transfer of Contact ID data in DTMF tones.
. It is recommended that the control panel supports automatic Contact ID codes.

2.2 Requirements for SIM card

e Any SIM card could be used. The GTCOM2 module is not locked to a specific GSM network. This means users can use a SIM card from any

GSM service provider that offers SMS and calling capabilities.

. For controlling the module via a short call, the SIM card should have a Caller ID option, which is typically available. If your card cannot identify a

caller, please contact your GSM service provider or use another SIM card.

e Toinsert the SIM card into the holder, ensure the card's circuitry faces downward and the card's key (cut angle) faces upward. The card holder

is of the "Push-Push" type, meaning the card is secured after one push and released after a second push.
e Avoid forcing the SIM card into its holder to prevent damage to the SIM card holder.

' Do not insert the SIM card forcefully, as this may damage the SIM card holder.

' Data usage can be enabled or disabled, but to use the remote cloud service, data must be enabled.

GTCOM2 User manual v.2024-01-04 10 |



2.3 Preparation

Before you begin, ensure that you have the necessary items:
e A USB cable (Mini-B type) for configuration.
At least a 4-wire cable for connecting the communicator to the control panel.
A flat-head screwdriver, 2.5mm in size.
A cellular antenna with sufficient gain, if network coverage in the area is poor.
An activated Nano-SIM card (with the PIN code request disabled).
The specific installation manual for your security control panel.

2.4  Fastening

Mounting on DIN rail

A7
4l Y
=0 .

| IJ'

Figure 6 fasten the base of the case
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Figure 5 Fasten DIN rail adapters to the base of the case
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2.5 Configuration methods

It is possible to configure device in following methods:
. SERAZ2 software via USB (recommended)
. SERA2 remote connection over internet Cloud service
. SERANOVA app
. SMS text commands. For more details, see:

2.6 SERAZ2 software

' SERAZ2 software is intended for GTCOM2 configuration locally via USB port or remotely via ‘SERA Cloud Service’ internet GPRS/LTE
2G/3G/4AG network. This software simplifies system configuration process. SERA2 software is free, which you can download from our
website: https://www.topkodas.|lt/Downloads/SERA2 Setup.exe

2.6.1.1 SERA2 Software Installation:

e  Visit http://topkodas.It and download the SERA2 software.

e Locate and open the folder containing the SERA2 software installation files. Click on "SERA2 setup.exe."

. If the installation directory is correct, click [Next]. To choose a different directory, click [Change], specify the desired installation directory, and
then click [Next].

e  Verify the entered information and click [Install].

e  Once the SERA2 software installation is successful, click [Finish].

2.6.1.2 Configuration using SERA2 software

With SERA2 software you can change the controller’s settings (if default settings are not enough)

e Download and install and open free SERA2 configuration & Diagnostic software: https://www.topkodas.Ilt/Downloads/SERA2_Setup.exe
Connect the controller to a computer using a mini-USB cable.
The program will automatically recognize the connected device and will automatically open the controller configuration window.

[Menu > Read] will read configuration of device and show current settings of device. “ ’

[Menu > Write] will save the settings made in the program to the device.
[Menu > File > Save] will save the settings into a configuration file. You can upload 2) SERAZ [GTCOMZ]

the saved settings to other Devices later. This allows to quickly configure multiple % File S Settings 5 Devices | Read [FS] ] Write [F6] | Update i Help
devices with the same settings.

e [Menu > File > Open] will allow to choose a configuration file and open saved settings.

e If you want to revert to default settings, go to Update in the command line and update FW. Or press [Menu->File->Restore Default]

2.7 SERA Cloud Service: Remote Connection to the Module via Internet Using the SERA2/SERANOVA

The TCP/ IP Remote Control window let you set basic TCP IP remote control
settings and enable or disable remote communication.

o‘ﬁ' GSM Communication > SERA Cloud Service
]

SERA Could Service —is used for remote connection to device via internet using SERA2 or SERANOVA app.
' Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:

o [INSyelefofolololoy (00 Otherwise the module will stop working due to a lost data connection.

Remote Connection Capabilities:
e  Access to the SERANOVA app (Android, iOS, WEB) or SERA2 windows software.
. Remotely configure system parameters, monitor hardware status, input voltage, temperature sensors, and GSM network levels.
e  Update the module's firmware and read the event log.
What can be done remotely connecting to a module over the internet?
e  Use SERANOVA app (Android, IOS, WEB)
e  Use SERA2 windows software remotely via internet.

o  Configure system parameters
o Monitoring of hardware system status, input voltage, including temperature sensors, GSM network parameter levels.
o  Update the module's firmware.
o Toread event log
How it Works:

. Connection Protocol: A GPRS/LTE-backed TCP/IP protocol.

e  Connecting Platform: Connects through GPRS/LTE to the SERA cloud server using the module's unique IMEI (UID).

. Communication Pathways:
o GTCOM2 (device) « [SERA Cloud Service] < SERA2 (configuration software) for system setup and management.
o CTCOM2 « [SERA Cloud Service] <> SERANOVA app (compatible across Android, iOS, and standard web browsers like Firefox,

Chrome, etc.)

e SERA Cloud Server's Role: Creates a communication tunnel between GTCOM2 and SERA2/SERANOVA app, facilitating two-way

communication through the TCP protocol.

Note: Ensure GPRS service is active on the module's SIM card. If it's not automatically activated, contact your GSM provider. A data
plan is recommended, with the module consuming 10-50MB monthly on average.

- o)
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GPRS/LTE Mobile Data Requirements:

*  Any active SIM card can be used. The module is not locked to any

(5} SERAZ [GTalarm3]

specific network and can work with any SIM card that supports SMS [Bnile Sygetting: a@Devices [Read (F5]  [§]whrite (] Wilpdate DHelp
and calls. - System Optionz Event Reporting/Communication

. Employ a SIM card with a data plan enabled.

. Estimated data consumption: Between 10
Setting Up Remote Control:
. Install the SERA2 software.

to 50MB monthly.

- 5 Communications

- |sersidccess control

- InputsBurglar Alarm Zones

- Outputs (PGM)
Automation/Sensors

SMSDIAL reporting  Custom SMS Text  Metwork £ SIM Card  CMS Reporting

Sint Card settings

Sihd Cardl PIN: 1234

+  Navigate to 'SERA2>GSM Communications>Network/SIM Card' tab to :::::;t" t';;
confl_gure APN, login, and password (details provided by your network  Bus Modules APR: finternet |
prowder). - Testing&honitoring Login: | |
. Go to 'SERA2>GSM Communications>SERA Cloud Service' tab and - Firtmwvare
activate [SERA Cloud Service] with default settings. Passworst | |
. Press [Write] to save the configuration. - =
' Make sure the correct APN is set. Using the wrong APN may result in data and VoLTE not working. Consult your network provider for
& the correct APN details.
(A} SERAZ [GTalarm3] - O ®

[SiFile Sy Settings o Devices  [&Read [F5)
- Systen Options

- GEh Communications

- Usersficcess contral

- InputsBurglar Alarm Zones
e Ottt s (PGM)

] write [F6]

Event Reporting/Communication

SMSDIAL reporting  Custom SMS Texd Metwaork S S Card - CMS Reporting SERA Cloud Service

BiUpdate \BHelp

- AutomationiSensors Enahble SERA Cloud Service (Default)

- Event List

- Event Log IP ar Domain: cloud topkadas

- Bus Modules

. 10000

- Testing&Monitoring Remate Part:

- Firmware PP Key:
Enable Activate/deactivate remote internet control ‘SERA Cloud service’.
IP or Domain Set to either IP_ (xxx.xxx.xxx) or domain (default: cloud.topkodas.It).
Remote Port The default port is 10000; make sure the firewall is not blocking this port.
App Key Server encryption key. Default value set to 123456.

Steps to connect remotely to device via internet using [SERA Could

{8} TERAZ [ETalarm3]

Service]:
. Insert the SIM card into the module.

[SIFile S Settings e Devices (& Read [FA]
- Byglem Oplions System

Blwrite (6] W Update D Help

. Ways to get device IMEI (UID):

o  First call to module. The caller will receive a greeting SMS

with the IMEI of the module.

o By sending an SMS command: INST000000_100_1

o  Run SERAZ2 and connect device to USB.

System Options > System Info.

. Check “SERA Cloud Service (default)’ checkbox.

To connect, use the module's UID (IMEI) and AppKey

(default:123456)

Use the same AppKey (default:123456) in the module and in

SERA2 or SERANOVA for remote connection.

Click the [Connect] button. Wait for a "'TCP connected' notification

ZEM Communicstions
- Uzersisccess contol
- IrputsBurclar Alarm Zones

General Syatem Options  System Faut/Troubles  Dighsl 60 Setings Syslem nfo - access

GEM MOem 33446 GSMIGPRS/EDGE S00N BICMH) 4G LTE-FODET BESH7HEE2)
- Cutputs (PEM
o By pomatioriSensors Hardware: OTakermd
Event Lizt Botioace: (3Takrns_hoot_v2
N - Event Log
Go to: SERA2 > SR Frmmare: 052307271955
= Testinadnacritoning Srial Ma: 00000002
- Firmwvare
MEL G601 | B
woclem Tyne A5ED 7ROV

#  [Oo d o

@ App Store

to appear.

) SERAZ [PROGATE]

[SyFile Yy Settings oo Devices | Read [F5] @] wierite [F]
jons Eveni Reporting/Communication

-Usersifocess control

B Update {Help

SMEDIAL reparting  Custom SMS Text  Network / SIM Card  CMS Reporting | SERA Cloud Service

-InputzBurglar Alarm Zones
- Outputs (PGM)

(27 SER&2

ZFile |€§Seuings|:,€)nevices BlRead [F5]  [$lwrite [F6] 8 Update B Help

- AutomationsSensars Enable Os
-Ewert List
-Evert Lon IP or Darmain: cloud topkoda

- Testing&Monitaring

10000
I

)

Remate Port:

AFF Fey:

Boer: + g oeraue-

L]
[ES s)

ey
TOPRODAE office
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Program Settings

Languace: |English

w Check for Updates SAutomatically

IPiDomain

Part

Device LIDAMELMAC

System Mame (Optional)

Remate connection to the device over internet

cloud fopkadaz | Lse default SERA Cloud Service

10001

Select unigue device identifier LID (IMEIMAC) from the list of cornection histary

#‘App Hey

Q Connect ’,‘ Dizconnect
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If needed, APN/Password/Login/IP/Domain/ Port /PING time /KEY can be set by SMS commands

GPRS network settings Remote control of the module over the Internet.
[INST000000_008_APN#LOGIN#PSW# [INST000000_009_ ADDR#PORT#PINGH#KEY#

. 008: Command code . 009: Command code.

. APN: Access Point Name (31 char. max). . ADDR: IP address (format xxx.xxx.xxx.xxx) or domain (up to 47 characters).

. LOGIN: User login (31 char. max). . PORT: TCP port number (1 to 65535).

. PSW: Password (31 char. max). . PING: Ping time =600

. KEY: App Key (Default is 123456).
_
Device UIDAMEIMAC | - &% Clear Histary
G651 7585003954350

SERAZ2 software can remember all IMEI that was entered in the past. If needed to clean the list UID/IMEI, press “Clear History”.

2.8 SERANOVA (Android/iOS/Web) app

With the SERANOVA app, users will be able to control gates and other devices remotely, as well as administer users, view system status and push
notifications, and view a log of all events.

To use the SERANOVA app or the SERA2 remote connection. The [SERA cloud service] needs to be activated by using the SERA2 or SMS

command e.g. INST000000 010, 1|. By default [SERA cloud service] service is activated.
' Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:
4 Otherwise the module will stop working due to a lost data connection.
SMS command to set APN DATA/GPRS/LTE network settings. Some networks require exact APN name to be entered, otherwise data connection will
not work. Network APN can be configured using SERA2 via USB or following SMS command:
[INST000000_008_APN#LOGIN#PSW# where: APN=the name of network APN default="internet”,
LOGIN=login leave empty if not used; PSW =password leave empty if not used. Launch As
.9 INST000000_008_interneti## where APN="internet’; no LOGIN; no PSW

1. Install the app. Scan a QR code with your phone or start it on the web. We b Ap p

Free WEB SERANOVA app https://seranova.eu/login

SERANOVA website https://www.topkodas.It/SERANOVA-app/

» GETITON #  Download on the

Google Play L App Store

SERANOVA app for iPhone iOS: https:/apps.apple.com/app/SERANOVA-smart-home/id15966446322platform=iphone
Android SERANOVA app: https://play.google.com/store/apps/details?id=com.SERANOVA.cloud&hl=en&gl=US
2. Register or sign in to your account.
3.  How Get IMEI: To add a system, the device's IMEI is required. Obtain the IMEI by:
. Making the initial call to the device. The first caller becomes the owner and administrator and receives an SMS with the IMEI from GTCOM2.
Copy the IMEI, which serves as the module's UID and allows connection to the free SERANOVA app.
e  Sending an IMEI request SMS command to the controller's SIM card number. The sender will receive an SMS response
with complete device information, including the IMEI.

GTCOM2 User manual v.2024-01-04 14 |
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. Reading the IMEI via USB using the SERA2 configuration program from System Options > System Info
4. Add new system to the app

. Enter the IMEI (UID) you copied from the SMS or SERA2 system information

. Enter App Key (default: 123456).

. Enter the User Access Code (default: 123456). Without a user access code, the system cannot operate. This code serves as both the user
ID and password within the system. Each user must have a unique code, which is located in the user table. The system administrator creates
and provides these codes to each user.

. Phone number of system

. Enter system name.

. Press [SAVE].

5.  How to add a new user

. New users must download the SERANOVA app. Create an account, login with his email and password

e  System owner or administrator goes to SERANOVA> Menu> Users> [Add new User]

e Toenable a user to log in to the system, the owner must enter the user's email and user code (with which the system will be operated. This
is the user ID and password). This is enter the user email that was used to create the SERANOVA account. Enter User code (Default 1234),
Phone number, Set Output for control, User privileges: admin or user

Enter a valid email address of a user who already has a SERANOVA account. The system will be automatically added to the user's account.
If the user is added without a valid SERANOVA account email. The user can create a SERANOVA account later and add the system manually.

i

Create Account

1.Install SERANOVA app 3.Log In

! 5. GTCOM2 sends a message with

2.Create account 4. The first person to call the the IMEI
GTCOM2 SIM card number 6. Enter the IME|l and App Key
becomes the owner and (Default 123456), Enter User

administrator. access code (Default 123456

= e = Fgoe =

3 (i s o Uszr
PEM Outputl Settings

< o o < <

8. Go To SERANOVA> Menu> 9. Select pulse or level 10. Go to SERANOVA> Menu> 11. Enter the email used to create

Outputs. Edit settings Users: Press [Add New User] the SERANOVA account, along
Owner or administrator can add  with your unique user code. Please
other users or administrators note, system control is not possible

without this user code.
How to add additional system (unlimited number) to SERANOVA app:
Go to SYSTEMS, Choose Add new system and enter the controller Unique ID (IMEI) number. IMPORTANT: When adding the controller to SERANOVA
app:
The [Sera Cloud Service] must be turned on.
The power supply must be connected
Device must be registered in to network and have mobile data plan
. Setvalid APN of the network. Ask your network provider for valid APN. (default: ‘internet’)
More help how to setup device and app could be found here:

PONPE

2 YouTube™ QUICK START SERANOVA app https://youtu.be/BenféxKcniM
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3 WIRING & INSTALLATION

Preparation procedure of the module GTCOM2.
Screw on the GSM antenna.

enabled if mobile app or IP connection with CMS will be used)

Connect power supply.

Figure 7 Insert the SIM card

3.1 Communicator wiring methods

the CMS using the SIA IP DC-09 protocol.

Wait for the controller to register to the GSM network
Connect the module to the computer via mini-USB cable.
Connect the module to the primary alarm panel.

Figure 8 Screw the GSM antenna

calls upon siren activation and reporting to the CMS.

the SERANOVA mobile app.

The GTCOM2 can be connected to a security panel in two ways:

1.

Insert the SIM card in the SIM card holder. (Ensure that PIN request function is disabled.

Ensure that mobile internet service (mobile data) is

Figure 9 connect the module to the computer

The GTCOM2 module enhances third-party security systems with PSTN communicators by providing GSM/LTE/IP connectivity.
It uses a RING/TIP PSTN interface to connect to security panels, converting Ademco Contact ID data into SMS for up to 8 users, and reports to

With two digital inputs, the GTCOM2 monitors the security panel's ARM/DISARM/STAY states and other alarms, immediately sending SMS and

With two outputs, GTCOM2 controls ARM/DISARM states and remote gate access, linking to keyswitch-configured zones for partition control.
The module's status synchronizes with the control panel, shifting between ARM and DISARM as required. It also displays the system status on

Connection solely to the PSTN communicator for receiving all events from the security panel, and relaying these events as readable SMS to

user mobiles, as push notifications to the Android/iOS SERANOVA App, and to the Central Monitoring Station receiver via the internet using

the SIA DC-09 protocol.
2.

Connection to the PSTN communicator with added remote ARM/DISARM control of the alarm panel through a keyswitch zone

LINE [ ]

GTCOM2 " | GTCOM2
: DTMF
GSM/PSTN Communicator DTMF [_] GSM/PSTN Communicator B
EEEEEx Bz BEEEEE
= + = o (=)=
(== o ola Zls s d|z3
agn_‘ZD‘_N;N;> QOI—IZQQZZEI-?<ID
8 OlF 2|29z 2|12 P|am A A A A A A AR
. %9%loolooloooooo | >
N
3 A — \
_+ . XXX XXX
; . o -~ N s
XXX S5F2 Ywgd
< x o o control panel T _ = coa
I3FE s
+ o Control panel ARM st
Telephone line S g
communicator Telephone line Keyswitch
L ) communicator ARM+STAY

Figure 10Communicator wiring diagram

GTCOM2 User manual v.2024-01-04

Figure 11 ARM the panel via keyswitch zone
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3.2 Programming the Primary PSTN Alarm Panel

The configuration of the panel's PSTN communicator should be similar to event transmission to the monitoring station receiver using the CONTACT ID
DTMF protocol. The module can work with any central panel that has a PSTN communicator and adheres to the Ademco Contact ID data format as per
the SIA DC-05 standard. Additionally, the central panel must support phone number dialing using DTMF tones. (Note: Pulse dialing is not supported by
the GTCOM2).

Configuring the Panel's PSTN Communicator for CONTACT ID DTMF Protocol:
. Ensure the central panel supports the Ademco Contact ID format (SIA DC-05) and DTMF tone dialing (Note: Pulse dialing is incompatible with
GTCOM2).
Activate the panel’s PSTN dialer
Set a 4-digit communicator account (e.g., “1234”).
Input the monitoring station receiver's phone number (GTCOM2 responds to any number over 2 digits). **
Set communication dialing options to [DTMF Dialing].
Set Communications protocol to [DTMF Contact ID].
If available, activate [Contact ID Automatic Reporting Codes].
Enable relevant PSTN communication events (Open/Close/Alarm/Restore/Maintenance/Test).

Panel’s Settings for Two-Way ARM/DISARM Synchronization***: [APP/Call/SMS/iButton] <->GTCOM<->PANEL<-> [Panel Keyboard]
. Set Panel PGM to monitoring ARM status in level (steady) Mode

Activation event: [ ARM Areal]

Deactivation Event: [ DISARM Areal]

Mode: [Steady]

NO/NC depending of GTCOM22 input keyswitch settings.

In our example set to [NO]

e Set Panel Keyswitch Zone to Momentary (Pulse) Mode) to receive ARM/DISARM signals from the GTCOM2 [System Armed state]
Output PGM.
o  Zone Type: [Keyswitch Momentary] (Pulse)
o  Area Assignment: [Area 1] (Set AREA you want to control)
o  Keyswitch Action: [ARM/DISARM]

O 0O 0 O O©°

*The communicator supports the SIA Ademco CONTACT ID data package protocol (as per the SIA DC-05 standard).

**The telephone number and data transfer format are DTMF (tone).

*** Two-way ARM/DISARM synchronization allows the USER to control the panel via the panel’s keyboard as well as remotely from the GTCOM2
APP/WEB/SMS/iButton/RFID/Call. This ensures that the GTCOM2 APP displays the same system status as the security panel's keyboard.

' GTCOM2 do not accept pulse dialing from PSTN communicator

3.3 Remote ARM/DISARM of Primary Alarm Panel Using GTCOM2 with SERANOVA App

. It is possible:
1 - To control primary alarm panel from SERANOVA app and see the panel status
- To control primary alarm panel from keypad and see the same status in SERANOVA app

GTCOM2 & Primary Alarm Panel Synchronization
Synchronize alarm panel status with the GTCOM2 SERANOVA app

in two ways: : 7
1. Through primary panel events: GTCOM2 updates its I8 ’
SERANOVA app status with each Open/Close event from ) 7o
the main panel. (5]
2. Viathe panel's PGM output ARM state: a faster method, -4
but it requires an extra wire to the PGM for status
monitoring. i
Open/Close synchronization allows panel control via keypad or 32 T \*_\

remotely through the GTCOM2 SERANOVA app /web/SMS/call, 5 ' : =
ensuring the app reflects the panel's actual status. | 4 SRLSIZHS
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3.3.1

GTCOM2 and primary alarm panel synchronization [by Panel’s EVENTS]

A N
ANT Nano uUsB
SIM 4)

T@[p)[k{@d]@@ REG L]
DATA []
GTCOM2  ...-

GSM/PSTN Communicator

gt gy
E90 R, 1P 1 1

ARM/DISARM via keyswitch Zone
ARM/DISARM partition 2 via keyswitch

 f

Wiring: () SERAZ [GTCOMZ)
e TIP/RING |[B)File €4 Settings 2 0Devices FIRead [FS] 3 Wiite [F6] 8 Update O Help
. GTCOM PGM -> Panel Keyswitch (pulse mode) m System
| [T e | sy
o
UsarsiAcosss control R Orliar:
pputsBurgler Alerm Zones | Object Neme: [Obiect Name
Outputs (PGM)
s SMS/APP Text Charset [Latin (180 SMS symbols) =]
Set system status synchronization mode [By Panel Events]: Evert Summary SM Card PN fo
e  Goto SERA2> System Options> General System Options g:'::“’" " nstader Password (6 symbols)
e  Set App ARM/DISARM Synchr mode to [By Panel Events] F,m'"g "’ SMS User Password = (6 symbols)
: User Access Code Format: - Digts -
APP ARMOISARM Syncre. mode Rd
|None
; 1W (1 Wire Bus) {By Parel POM
i m
Set module PGM action on ARM/DISARM command from APP/CALL/SMS/iButon/RFID
e  Out Definition: [Activate by ARM/DISARM Command]
e No: [1] (this is partition number)
e  Mode: [Pulse]
e  Timer: [2s] (this is PGM pulse time on ARM/DISARM command)
{3} SERAZ [GTCOMZ]
[21File Wy Settings oo Devices [ Read [F5]  [§]Write [F6] @ Update \Help
- mystem Options Outputs
-~ GEM Communications Outputs  Scheduler  Holidays
- PSTH CID to SMS Conver
- Uzersfibocess control
- InputzBurglar Alarm Zone [In] Outputt Location in Hardwware Output Mame Out defintion Mo Mocke Time Inwert Pulssting  ON Tim
- Qutputs (PEM) b1 GTCOM:Z, I01(14) ST Sctivate by ARMDISARM Com  MIA, Pulze 1= M| T 100mz
- Atomationd/Sensors -
Evert List 2 GTCOM2, 102014) ouT2 Remaote Control & Automation RUA Steady 10s r r 100ms
- Ewent Li
| ~Evert Log 3 Output Disabled CuT3 Dizable Foli, Steady 10 [ r 100mz

Figure 12SERA2> Outputs (PGM)

GTCOM2 User manual v.2024-01-04

18 | =M



3.3.2

PGM1 System state

GTCOM2 and primary alarm panel synchronization [by Panel’s PGM]

A/I\]T UgB

¢
T@[@D«@d]@@ Rec L)
DATA []
GTCOMZ2 ..o

GSM/PSTN Communicator

Set a Zone as keyswitch

Wiring:
. TIP/RING
. GTCOM PGM -> Panel Keyswitch zone (Pulse mode)
. GTCOM Keyswitch <- Panel PGM (Level Mode)

Set system status synchronization mode [By Panel PGM]:
. Go to SERA2> System Options> General System Options
. Set App ARM/DISARM Synchr. mode to [By Panel PGM]

Set GTCOM2 keyswitch zone
. Go to SERA2> Inputs> Burglar Alarm Zones and set:
. Keyswitch Zone Mode: [Level] (Steady)
. Definition: [keyswitch ARM/DISARM]
. Type: [NC]
. Press [Write]

(“: SERA2 [GTCOM2]
File S Settings omDevices [&] Read [F5]

[&]werite [FE]  WiUpdate {HHelp

(@) SERA2 [GTCOM2]

.

[\ File &y Settings o2 Devices (3] Read [FS] g Write [F6] 8 Update @ Help
System
GSM Communications General System Options | System FauliTroubies | System Info |
PSTN CIO to SMS Converter
Options
Users/Access control FHY
FputsBurgler Alarm Zones Object Name: Fjbnd Name
Cutputs (PGM) ~
ppisT sty SMS/APP Text Charset |Latn (160 SMS symbois) -
Evert Summary SM Card PIN [l
Everts Log .
RTT Monttoring Installer Password, f (6 symbols)
Firmware SMS User Password: poree 16 symbols)
User Access Code Formet - Dagts -
APP ARMDISARM Synche. mode. -
W (1-Wire Bus)

I - System Options Zones
| - (G3M Communications Keyswitch Zone Made: Level ~ | EOL Type: 22 NC level: 200
- PETH CID 10 SMS Converter
- Uzersfhcoess cortrol MO lewel: a00
I InputsBurglar Alarm Zones |
- Qutputs (PGM) Settings
- Automation/Sensors
- Event List Zn Zn Mame Zone Hardware Input Defintion Type  CID Bypass Tamper Shutdown Force Report & Report B Speed  Repest  SMS
| i-Evert Log PlLl. L ARMDISARM — GTCOM2, IN1 keyswitch ARMDISARM NG 400 T [ | | I 200ms GO0s | Alar
! - Testingatonitoring [#] 2 Zone Mame 2 GITCOMZ, N2 24 hours (sate) MO 133 W T v I3 v W 200ms GOO= Alart
- Firmevare #| 3 ZoneMame3  Fone Disabled 24 hours (zate) Moo 133 W r v v v V¥ 200ms GO0s Alar
E] 4 Zone Mame 4 Zone Disabled 24 hours (safe) MG 133 v r 2 v 2 Vv 200ms GO0s Alart
= & a #, 5 ZoneMameS  Zone Dizabled 24 hours (safe) MO 133 2 r v v v ¥ 200ms GO0s Azt
& 2
Figure 13 SERA2> Inputs/ Burglar Alarm Zones
Set module PGM action on ARM/DISARM command from APP/CALL/SMS/iButon/RFID
. Out Definition: [Activate by ARM/DISARM Command]
. No: [1] (this is partition number)
. Mode: [Pulse]
. Timer: [2s] (this is PGM pulse time on ARM/DISARM command)
{8) SERA2 [GTCOM2] = (m] bd
[2File S Settings woDevices &) Read [F5]  [&vrite [F5] 0 Update Help
System Options Outputs
i GSM Communications Outputs  Scheduler  Holidays
- PSTM CID to SMS Converl
- Usersfaceess control EHEENES
é----lr\putsJEurg\srAlarmZD"\E o Output Location in Hardware Output Mame Ot definition Mo Mode Time Invert Pulsating OWNTime  OFF Time Count Input 1 2 3 4 5 B 7 8 [ON] Ewert Text [OFF]Event Text E R
Outputs (PG M1 GTcomz, ic012) oumt Activate by ARMDISARM Com NI, Pulse s M| 100ms 100ms 0 s T T T onTest OFF Text rr
;____:““:;"L":"EE”SM 2 GICOMZ, 102018) ouTz Remote Cartrol & Automation  Mi& Steady  10s [ r 100ms  100ms i ma T T T T T OnText OFF Text rr
: E:Zm L'Ug 3 Output Disabled ouT3 Disahle A Steady s r 100ms: 100ms 0 ws T ONText OFF Text rr

Flgure 14 SERA2> Outputs (PGM)
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3.4 How to Test Synchronization between GTCOM2 and the Primary Alarm Panel

STEP by STEP:
. Navigate to SERA2 > RT Testing & Monitoring > Hardware.
¢ Click the [Start Monitoring] button.
. Press [I/O1 On/Off] button.
. Observe the change in Inputs (ADC values); they should switch from 1 to O or O to 1.
. The status of the primary panel should change accordingly.

(8) SERA2 [GTCOMZ] - O
|5 File %y Settings 2, Devices %] Read [FS] g Write [F6] @ Update i Help
- System Options Mondoring window
GSM Commurications Securty Alarm Paneliccess | Sensorsfautomation | Event Montoring |
PSTN CID to SMS Converter A ~inpats (ADC values) ~Outputs states
UsersiAccess control % Start Montoring Stop Menttoring
InputsBurglar Alarm Zones
- Outputs (PGM) GSMinfo
Automation/Sensors IMEL |ssag2 72 ——
EVOIE Sy sMiccD:.  [9937002190800195358 =
Events | oo =
SMcard: | READY
= W—
SCCE T | [ [ [[[[[[[]
Registration:
[Regstered, home netwark W 1W(1-Wire Bus, Digtal UO) ¥ D1 (0) W Onfotf I
SMS Service Centre Address:

Figure 15 SERA2> RT Testing & Monitoring> Hardware

* Goto SERA2> RT Testing & Monitoring> Security Alarm Panel/ Access
*  The status of GTCOM2 module should change

(3) SERAZ [GTCOMZ] — O
gFiIe Pwks.ettir'ngs ey Devices ﬁhad[FS] gWrite [F6] B Update @Help
- System Options “Monftoring window
; fssl:“:;m;m" Hardware | Securty Alsrm PaneliAocess | Sensorsiutomsticn | Event Monitaring |
: N to arter 7
esccescowd | s o ||
Lo o Shtdown srense [N
Wgriigions TomprFt
- AutomationdSensors ~ZIone2 -
SO SN GRS RS | | ooew | aw | se | s
R RS SRS B | v v o
A W—— o o
NSO SESREGNAN OSSR RN | | ModueresTmeCodk (G SelRTCCook
TompeFeut |~ TemperShitdown | 2020.08-21 10:12:30,Friday
-Access Control*
iButton Read Wuoo:m

Figure 16 SERA2> RT Testing & Monitoring> Security Alarm Panel/ Access

You will see the same process on your smartphone in the mobile app as well.
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3.5

GTCOM2 Communicator - Converter for Ademco Contact ID codes into SMS text

The GTCOM2 communicator simulates the operation of a PSTN phone line and receives Contact ID messages from the security control panel.

' All information from the security control panel to the module is transferred in DTMF tones. The security control panel must support tone
. (DTMF) dialing and data transfer using the CONTACT ID protocol in DTMF tones. Pulse format is not supported.

From the security control panel receives CONTACT ID message as follows:
ACCT MT Q XYZ GG CCC S

ACCT - 4-digit number.
MT - message type 18 or 98 CONTACT ID message.
Q - event qualifier:
1 = Alarm, new event or opening
3 = Restore or closing
6 = event state report
XYZ - event code (3-digit Hex 0-9,B-F) see annex
GG - 2-digit subtype number.
CCC - Zone or user number depending on what type of message has been
received.
S - Control sum of the message.
The following message codes are being described in order to convert
CONTACT ID message into SMS text:

Q:XYZ:GG:CCC
. o Q: Event qualifier
1 o XYZ: Event code
o GG: Partition
O CCC: Zoneluser number.

: CONTACT ID messages are described in Sera2> PSTN CID to
1 SMS converter window in 3 tables: [XYZ], [GG], [CCC]

L4 Event description text can be modified, allowing for the generation
1 of desired text for every received CONTACT ID message.

Steps for setting up Contact ID protocol to SMS text conversion in Sera2:

Testavimas
+37065353797

GTCOMZ 4G DEMO
Keyswitch Open
2020-03-05 13

GTCOM2 4G DEMO
Remote Close
User Name: Zivile K

Q - event qualifier:

1 =Alarm, new avenl or opening
3 = Restore or closing

& = event state report

XYZ - event code ——
GG - partition =3
CCC - Zone or user number —

* Goto Sera2 > GSM Communication > SMS/DIAL Reporting. Enter phone numbers, mark ‘Other Events’, and edit other settings.
* Goto Sera2 > PSTN CID to SMS Converter > [XYZ] Contact ID Event Code. Edit text in “Alarm SMS Text”, “Restore SMS Text”, and select

event type as: ZONE/USER/NONE.

. Go to Sera2 > PSTN CID to SMS Converter > [CCC] User/Zone Name. Enter User/Zone Name.
. Edit partition name in Sera2 > PSTN CID to SMS Converter > [GG] Group or Partition window.
. Enter phone numbers for remote control in Sera2 > Users/Access Control window. And mark ARM/DISARM checkbox

*  Click [Write]
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Contact 1D message format: Q/XYZ/GGICCC

[3] Group ar Partion | [ZCC] UseriZane Mame [
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. Qutpats (PEM) e Merme of Status Everit #vZ |en| Alarm SMS Text Restore SMS Test | Tme |
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Figure 17 Sera2> PROGATE> PSTN CID to SMS Converter
{8} SERAZ [TCOME] - =] X
_."j File S Settings oo Devices 5] Read [F5] ] Write [F6] @ Update % Help
System Options Remaote Cantral Lsers table
GSM Communications | Users | Aceass Shedules | Halidays |
PSTN CID to SMS Converter | e
4 = Temporary access Dat
Inputs/Brrglar Alarm Zones o [en| Uszer Name User Tel, iButten Code RFDKeycard | KeybCode | oUT | armmisasm [En| Stavt Dtz a
Quipuis (POM) M 00t & Master 0ADDOD 04401 0000000000 S NONE ~ [~ 2ue0-02-29 B 1525
"‘“‘""“‘”“’::““3 002 v Ziie +37065555449 000000000000 0000000000 NONE M [ 2020022 b 1525 |
=iy 003 [~ | User Name 3 + 000000000000 0000000000 HONE I [ 2020.02.29 57 1525

Refer to:

Access control. Arming/Disarming methods

Users & Access Control programming details.

DISARM /ARM/SLEEP/STAY the security system

Reporting SMS&Dial in Case of Alarm Events
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4 SYSTEM ACCESS: CODES, PASSWORDS, AND PERMISSIONS

4.1 Default Codes/Passwords and Explanations

Table 5 Default passwords and explanations

Password Defau

It Locationin SERA2

Explanation

Administrator

password 123456

SERA2> System Options> Access

The 'Administrator password' allows full module configuration access. The
system administrator can adjust device settings, update firmware, and set
permissions for the Installer, specifying which parameters they can modify.
This ensures protection of sensitive data such as IP addresses, phone
numbers, and other confidential information.

Installer

Password 000000

SERA2> System Options> Access

The 'Installer password' allows sending SMS commands with INST
identification and provides access to SERA2's programming mode. However,
the Installer can only modify or see those module settings in SERA2 that the
system administrator has granted permission for. Refer to section 9.1 for
more details.

SMS User

Password 123456

SERA2> System Options> Access

The ‘SMS User Password' permits sending SMS commands with USER
identification. The user phone humber must also be authorized for remote or
SMS control. The default SMS user password is 123456, used for module
control with USER commands. Refer to section 9.2 for more details.

App Key 123456

SERA2> GSM Communications>
Sera Cloud Service

The 'APP Key' links to the 'SERA Cloud service', allowing remote access
through the SERA2 or SERANOVA app.
For a successful connection, the code must match on both the device and
app.
For users with multiple systems, use the same ‘App Key’ across
all systems. Different App Keys on the same SERANOVA account
can cause functionality issues.

User Code

(APP/Keyboard) 123456

SERA2> Users/Access> Users
Table[Code] column

The 'User Code' is a unique identifier for controlling the system via the
SERANOVA app or Wiegand keypad. The default Master Code is 1234 or
123456, based on the format.
This code must match on the device and in the SERANOVA app
under Settings > System Profile > User Access Code. Without the
correct code, users cannot control the system.

SIM card PIN 1234

SERA2> GSM Communications>
Network/SIM Card

It is automatically ignored if pin request in SIM card is disabled

() SERAZ [PROGATE]
QFiIe e%Settir‘ugs s Devices

| Read [F5] | Wirite [F6] W Update  \hHel
p p

Remember passvward
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4.2 User codes for access control via keypad and SERANOVA app

Each user requires a unique code for system control via the SERANOVA app or Wiegand keypad. The default Master Code is either 1234 or 123456,
depending on the code format. To set this up:
. Choose a 6- or 4-digit user access code format in SERA2> System Options> General System Options > [User Access Code Format].
e  The system administrator or installer assigns a unique code for each user in SERA2> Users/ Access control in user table [Code].
e To open the gate, control outputs, or ARM/DISARM the security system via the SERANOVA app, enter your unique code provided by the system
administrator in SERANOVA > Settings > System Profile > User Access Code. Each user must have a distinct code.

() SERAZ [PROGATE] - o  x
SiFile S Settings pmDevices [ Read [FS] 8] write [F6] @ Update \BHelp

- Systemn Options Remate Control Users table

- GSM Communications [ Guest mode on LSER 8 [2 s [JAuto call answering £2) Export 3V file... 2] Import C3 file...

- zersrfccess control
- InputsBurglar Alarm Zones Users  Access Schedules  Holidays

- Outputs (PG Q\’ Temparary acce

- AtomationfSensors

. Evert List I En Uszer Mame Uzer Tel. iButton Code RFID Keycard Code ouT ARMDISARKM  En Start Date ]
- Event Log PE ™ Master + 000000000000 0000000000 1234 ouT r [~ 20z3-07-27 [T 15
Testhg&Mon'rtDring I- Uszer Mame 2 + 000000000000 ] u]u]u]u]u]u]u]u]x} MNOME I- I- 2023-07-27 m 1 E_

- Firm (5} SERaZ [PROGATE] -
SFile Sy Settings pmDevices [#]Read [F5]  []write [F6] @ Update hiHelp

- System Options System = Syeem Profil ~
-+ GEM Communications General System COptions  System FaultTroubles  System Info  Access
- Uzersisccess control Bstan e e
i i Gels
-~ InputsBurglar Alarm Zones System Options System Timers -
- Outputs (PG Ohject Mame: Ohject Mame Test Time: T
i EE1RETTIH I
Automation/Sensors SMSIAPP Text Charset Latin (160 SHS symkos) o Test perioa
- Event List
- Event Log Ertry Delay 1234€5 ©
- Testing&honitoring . -
- Firmuvare Ext Delay: TR
TOPHODAS offics
User Access Code Format: 4 - Digits ~ oo ® I
-r,—_——_
APP ARMDISARM Synchr. made:  |Mone ~ 24
1w (1-Wire Bus) Dallss 1-¥ire Bus for  iButton keys 031330, « System Fhans N.mer
[} tifica i e

GTCOM2 User manual v.2024-01-04 24 |



4.3 Access control. Arming/Disarming methods

T @

Access control methods is defined in Sera2> User/ Access control window
A) SERAZ

File Settings Dewices :‘.; Read [F5} ;jwnue[ra] # Update About.,
Systen Options. Remote Contrl Uzers takla

GEM Commurications [ Temporary scoess DeateiTime window
e EE User Name Tepe User Tel ButonCode | RFDKeycard | Keyh Code | c0T | ARMEOISARM [Date En Star Date Expiration Dete

Burgiar Alarm Zores
Cutputs (PGM) L4

ppi7 I Ulesr 000000000000 0000000000 MONE I T 2019-07-08 170221 2019-07-08 170221

Apgomation/Sensors B User “ 00000000600 0000000000 ROME I I 2M9.07-09 97022 20M9-07-09 § 70224

Figure 18Users/ Access control window

Arming and Disarming the System Using the SERANOVA Mobile/Web App

T p—

DASHBC

Press on ARM, ARM (Stay), ARM (Sleep), or DISARM in the Mobile/Web App

Area Name GaageGate > System window.
DISARM How to start Android app see section: 2.8 SERANOVA (Android/iOS/Web) app
‘% & = Add new system in app

« Default App Key: 123456

» Default User Access Code: 123456

* Go to SERA2> System Options> General System Options
« IMEL

Barrier

Setpoints

3271

Arm/Disarm by call
. From one of the 800 registered numbers, dial the system's number to arm/disarm or turn off the alarm.
. Unlisted numbers are ignored.
. Calls are free as the system rejects them after recognizing the number.
. Toggle arming permissions for specific numbers in the “Users & Remote Control” settings.
1) EERAZ
File  Settings  Deaces 3] Read [F5] (iE] ke |Fa| & lpdate About..

-~ System Dpions Resmate Cortral Lisers table a
{r-G5M Communebons 3. Mark if it is needed to contro 1  dale and Lme = Temparery access DeteiTine window

i 8 :::‘nﬁoms 1o [En] Uzer Natma [ twe | usarma | iButon come FFD Keyoard | Wayk Cae | DUT | AEMTISARM | mc |nma En| Start Dats Expration Dsta |
- Quts POM) [t W isster User 4370 040000037022 0000000000 e o W [N 20190225 162436 2019.02.25 16:24.26
AutamatiarSanaoes L 2 ¥ zwie User <370 0000003000 Q000000001 J r QO 20190225 162436 219.02-15 16:24.25

Figure 19 ARM/ DISARM by call settings

Arm/Disarm via SMS
Enter user phone number in the Sera2> Users/ Access control list

arm the system by SMS text message, send the following text to the system's phone number [USER 123456_030_ST]|
030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
ST = Security system mode 0-DISARM, 1-ARM ,2-STAY ,3-SLEEP

The system rejects the SMS text messages containing wrong SMS password even from a listed user phone number. To

Arm/Disarm by Wiegand keypad
. Arm or disarm using the Wiegand Keypad by entering the User/Master Code.
. To cancel arming, re-enter the code during the exit countdown.
. Disarm and turn off alarms by entering a valid user or master code.

Filz  Settings Devices 3Reac[F5] 3| Wte[Fd] @ Update  About. 1. Enler k..-,Lur.u 1 code

System Dothre Remote Control gsrs ale r/ 2 —
CEEM C L L eded ro ] ale and Lme e Temporary access Dafefline window
LlLrﬁl?Eu_gml‘%u{Imes ole] User Mame Type UseiTe—_ | Buton Cose | RO Heyosrd | Kev Sode | a.lr | sFmoisamm | MIC |DaneEn| Start Dete Expitatian Date
Culpts (PG | [1 [FF (tnster Lizer +70 OANDOOOEIZ 0000 s T = r|r D025 162426 DM G225 1624 26
- AutnmeboriSensors M2 F zme Leser +370 000000003000 000000000 EME -] r r|r 2018-02-25 16:24:26 2019-02-25 1624 6

Arm/Disarm by iButton key

Touch any of the 800 iButton keys to the reader to arm or dlsarm the system.

] fle Seftings Devices WjRead(FS)  §]Write [FE] # Upcate  About.,
& ———— =

Il Sstem Cticns ~Ramote Cartral Lisers tabie
U 25N ComunERions sid|iime —p Temporary scoses Deteine wirvdcw
[HeERa c'mml oen] Liser Narme: Type | mutton code FFID Heyoard— | ._reme-* oun | aRmEsaA | e [Pt e Stert Dl | Expiratian ete
Trpe g B Tones i i g d
Dudauts (POM) _l1 ¥ | Master Lz - 0000FECE2E| omoojogop  eeses oun I r [ 20M9-02-25 16 24:26 20M9-02-25 1 B2425
AutamrstioniSenace s 2 |V avie Lzer OOODIIACAC [arleslnaliig T2 I 1= [ TOM902-25 16 3425 20180225 1 B 242

a\\ Arm/Disarm by RFID key card, keyfob
Touch one of the 800 available RFID keycards to the Wiegand keypad to arm or disarm the system.

If you want to edit existing configuration,
Press [Read]

Edit settings

Write edited configuration press [Write]

More information about how to configure Arming/ Disarming:
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4.4 Users & Access Control programming details.

SERA2>Users/ Access Control > Remote Control Users Table

The system supports up to 800 user phone numbers for remote control purpose. When the phone number is set, the user will be able to arm/disarm
the system and control outputs via SMS text messages and free of charge phone calls as well as to configure the system by SMS text messages. By
default, the system accepts incoming calls and SMS text messages from any phone number. Once a user phone number is listed, the system ignores any
incoming calls and SMS text messages from a non-listed phone number as well as it rejects the SMS text messages containing wrong SMS password
even from a listed user phone number.

*
1 The module could be controlled only by these users, whose phone numbers entered in the memory of the module
r & SERAE‘[_GTEOMZ] N - . - - — o *
Sl “ySetting emDevices [B|Read [F5)  §lWrite [ @ Update hHelp

System Onlicns Femets Canerel Usess tabie

@3 Carrricaticns st mosde o LSERS 2 5 () Auta Cal Anavwering 2] Bt 5 Fie.. 2] Impart C5Y fies
PSTH CI0 b M3 Cormeter
Lsers Jrcess corérol Users  pecess Schesules  Haldays
:"";B‘t"g' Adarm Zenes a, TEmROrENY GeCeEs DataIme wrdo ACoEsE achelues Courtar
= (P
O — 0 En Lser Name User Tel. iButton Code RFI Ky Code CUT ARMGISARM En Star Date: Exipirehion Dt 12345678 L ¢ B
Byt List 1 B teazter jon +Z7 061620000 OOOCODFECSZH 00I0I00nI0 1234 MONE e ™ 20z3-2-0 (3 1254 H| 20230220 £l 1359 rcrcrcrcoo O |
i Evert Log I™ User kame 2 + MO0 00200000 HONE T T, Febmuars 2023 JJes DO roao T
i+ Testingibonioring I User ame 3 + Py 0000 PIOHE r I ehuary 1w COCCCCCC oo 0
Frmere ™ User kame 4 + 010000000 00a0000000 HONE r | Men Tue Wed Thu Fn Set Sun oy FOCCCCCC oo KO
a0 3 12 3 4 5 — — —
I Uzer kame 5 - 010107030300 0010007000 NOKE r 5 7 & 9 o 1 12 | 1S rcrcccrfr- oo ¥
I™ User kame & + MO0 00200000 HONE T 14 15 16 17 18 18 |35 T OO roao T
I~ User Name 7 + [T 000000000 HONE r Fiss 21 2 3 ® B B g CCCCCCCT o0 BT
™ Uzer kame @ + MmN 0000000000 MOHE r % % ! ) - |: 1@ga CCCCCCCC oo O
sy [ User bame 3 + 000001070000 0000000030 FOKE r [ Today: 2024-01-17 13:54 rr rrr roao ¥
040U [~ User bame 10 + HONE I T T miest T OO oo T
User ID
User Enabled
User Name The name of users who will be able to control the module should be entered in this column.

In this column, you need to enter the phone numbers of the users who will be able to control the module with a call. User
number should be entered with international code.

iButton Maxim iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the
module enters keys association mode. In order to delete the code, it is necessary to enter 000000000000

User Tel.

iButton Code

RFID Keycard RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

Keyb Code Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

ouT The selected output is activated if the user makes a call from this number. Preferred output may be assigned to each
user's number. Thus different users are able to control different objects.

ARM/DISARM If this checkbox is ticked, the user will be able to activate/deactivate the security system with a call.

MIC If checked, by calling from the specified phone, the controller responds and you can hear what's going on in the premises
Date EN Temporary access enable

Temporary access Start Date Temporary access start date and time
Expiration Date Temporary access expiration date and time

Access Schedules Access Schedules enable users to control the system within specific time intervals

The GTCOM2 module offers User Access Schedules, allowing system control within set time intervals for actions like ARM/DISARM, output control via
iButton readers, cards, the SERANOVA app, or calls. For instance, users can manage specific outputs from 12:00 a.m. to 6:00 a.m. daily. Set and view these
schedules in the 'Users > Access Schedules' tab."
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Figure 20 Users/ Access Control > Users, Users Access Control> Access Schedules and Users/ Access Control> Holidays window
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Set System Clock and Time Zone: RFID/iButton/Phone Programming:
. Navigate to: Sera2 > System Options > General . Go to: Sera2 > System Options > General System Options.
System Options. e  Press: [Start iButton/RFID/Phone programming mode]

. Set your desired time zone and synchronize the clock. . Open: Sera2 > Users/ Access control window.

e Press [Write]. e  Touch RFID keycards or iButton keys to the reader.

e  See: 8.2 Real-time clock Time Zone and Synchronization e  Call the module from your mobile. The list should include scanned RFID

cards, iButtons codes and phone numbers.

e Navigate back to: System Options > General System Options.
. Press [Stop programming] (or wait for automatic stop).
e  Adjust settings as needed in the Users/ Access control window.
. Press [Write].

[
1 Periodic, recurring at intervals of time access: access schedules, holidays

An example of user access:
Let’s say need to create a Cleaning Crew schedule as follows: Monday-Friday from 5 p.m. to 1 a.m., and Saturday-Sunday from 8 a.m. to 1 p.m., excluding
holidays. This results in three schedules:

e  Monday-Friday, 5 p.m.-11:59 p.m.

e  Tuesday-Saturday, 12:00 a.m.-1:00 a.m.

. Saturday-Sunday, 8:00 a.m.-1:00 p.m.
Holidays are treated as special days, superseding regular weekdays. If a Holiday is set, the controller bypasses the schedule, preventing user access
during that period. Each Holiday spans a full day, from midnight to midnight.
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Figure 21 the example of schedule
[ ]
1 The module can be controlled only by these users, whose phone numbers entered in the memory of the module
) ) | i Symem opicns o
Exclusive Control of the GATE/Door only for ARM/DISARM Authorized Users SMcmeitne  oupts Sunagie  Hokie
Configuring [Access Gained] Output Ussrsthocsss certral _
] ) . FextzELrdy A Zores 1] Crdpad Location nHardvrare Ol Hame Ok defindion Ho
. Define the output as [Access Gained] to permit user control when the system Cudne (P3N 11 GToouR,Inta) am Aosmss Gared e
. . 2 GTCOMZ, IC(14) ourz.
is disarmed (Sera2 > Outputs). S i

. Users with ARM/DISARM privileges can always access this output. i
e  Users without ARM/DISARM privileges can access the output only if the i System

s
Feenote Control & Aulomation

system is disarmed (unchecked in Sera2 > User/Access Control). Kk
e  Access attempts are logged: 'Access Granted' (421) or 'Access Denied' (422) She pue Sk

in the Event Log (Sera2 > Events Log).
. Outputs with [Automation / CTRL] definition can be user-controlled without
logging events 421 or 422.

Last Primary Chanel
Lot =
Fire Sanzr

FH Senanr Troukie

5) SERAZ —
File Settings Devices $|Read [F5]  BF|'Wnte[F&| @ Updste About..
System Options Remate Control Lsers table
GEM Commurications Temparary scesss DateTine window I
o [En [rere— Type Liser Tel Buton Cotie | RFIDKeycars | Keyacods | oUT | ARMTISARM [Date En| Start Date [ Expiration Dite |
= 04 M " _uw : 00COOO00000 | 0000000000 NONE " T omoor0sai722 | oma0ra17.0221
AltomatianSensors 2 12 User - 000000000000 0000000000 NONE ] [ 2013-07-08 1702 21 2019070917 02:21
Evert Summary : 3 |0 Ussr + 000000000000 0300000000 NCINE r E 2018-07-08 17.0221 2018-07-0817.0221
Events Lon a = 1inas i MO AN [ r - NG OTT A TR e WO AT 00 AT
Event log e.g.

1853 Event:1234:1:401:01:001 Time:2017-08-20 14:42:36  Note: , Open by User, User:001, Name:Master
1852 Event:1234:1:422:00:001 Time:2017-08-20 14:41:41  Note: , Access Gained by, User:001, Name:Master
1851 Event:1234:1:406:01:001 Time:2017-08-20 14:41:27  Note: , Cancel, User:001, Name:Master
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45 Wiring of Wiegand Keypad, RFID Card Reader, and iButton Probe

g,

Wiegand keypad specifications: The 1-Wire interface (1W) by Maxim-Dallas is used for iButton DS1990A keys (with unique 64-bit IDs)
Wiegand Terminals: DO / D1 and temperature sensors. The system can accommodate up to 800 keys. The first key, automatically
26bit, 34bit Wiegand (Default); registered upon contact with the reader and confirmed by two beeps, is the MASTER key with
Keypad Operation: 4bit, 6bit, 8-Bit Burst assigned control functions. The 1-Wire bus length can be up to 100 meters, depending on cable quality
Output. Each single key press as 4,6,8-bit and environmental noise.
code iButton keys can be used to ARM/DISARM security panel or control selected output.
Figure 22 Wiegand keypad_vyl_r_lng Figure 23iButton connectln_g_ gi!agram Flgurg 24 iButton connq(_:@lgr)_dlagram
‘GTCOM2 " |eTCOMZ2 " Grcomz "
GSM/PSTN Communicator DTMF []
GSM/PSTN Communicator DTMF D GSM/PSTN Communicator DTMF D
wotoaoy] (PEE'E| ((moutes | (B85 | [ Sonors | [ Rote pet0ae] (PEEETS| [ mputss | (IS | [ Sondors | [ Rstes
Reader J (_iButton Reader J (_iButton BUS
O 82 R 8 2
+ = = + = =
O 0ola 2|9 ajg = O 0ol g N|g >
S 8|E /882 2|2 2|« 8 0|F 2802 2|2 2|«
Qoo oove oo © olo oo Qoo o
ch 0 47K - 10k 1T T Dsisb20
- =E ] [¢)) DC 10-16V |
¢ |52 o 5 /W\’ = j‘% 3 % g L |
o |= = -
DC 10-16V Y X X, N 3P| 5| = 470-4700 UF §---oeoi beoeonnenonncinens
2882 3 DC 10-16V > O R R ¢ . J s
: ) |
54»_; = DS18b20
— (4] (6] : © 3 ATO-AT00UF oo oo
== - - ! e \'N m iButton Reader .
P— @ System state " ; :E ;
Fsc @ iButton Reader j—_F

Figure 25 iButton probe wiring

4.6 Programming iButton, RFID, Phone numbers to the memory of the module

First steps: Configuration methods:

e  Connect iButtons or RFID reader to the module. e  Start automatic learning mode via mini-USB cable (SERA2 software).

e Insert SIM card; o  Start automatic learning mode via SMS command

e  Screw GSM antenna; e  Enter Keycard numbers manually via mini-USB cable (SERA2 software).
. Connect power supply; . Start automatic learning mode remotely via SERA2 software.

. Connect the module to the computer.

o The First iButton key could be learned (recorded) by touching it to the reader. Without the need to send any SMS. The first key is the
main key (MASTER)

The system will notify about successfully recording of the key into memory by shortly beeping twice via buzzer.
o The system will automatically assigns control function (ARM/DISARM).

[ 1]

' Output definition should be set as “System State”. Go to SERA2> Outputs (PGM)> Set Out definition to “System State” press [Write]
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Start automatic learning mode via mini USB cable (SERA2 software).

Navigate to SERA2 > System Options > General System Options.

Select 1W (1- wire Bus) to the 'Dallas 1-Wire Bus' option (for iButton keys).
Click on [Write].

Click on [Start iButton/RFID/Phone Programming Mode].

Navigate to SERA2 > Users/Access Control.

Touch the RFID keycards or iButton keys to the reader. The key numbers will
appear in the list.

To finish, go back to System Options > General System Options and click on
[Stop Programming].

You can edit additional settings in the Users/Access Control window.
Remember to click [Write] after making changes.

Go to RT Testing & Monitoring > Hardware and click on [Start Monitoring].
Go to RT Testing & Monitoring > Security Alarm Panel/Access

Touch the keycard to the RFID keypad. Check ARM/DISARM action.

8) SERAZ [GTCOMZ)

A File 3 Settings 2 Devices B Read [F5)
Systes Optonys
GEM Commurscations
PSINCD

;3 White [FE)
Remote Control Users table

B Update @Hdp

Users | Access Shedues | Hokdeys |

1O SMS Converler

]A—

) sERo2
[E)Eile By Settings oo Devices  SRead [F5]  &lwrte (F8]  Wilpdate {hHelp
- Sytem Cptions Sxstem
ZEM Communications Gengral Syatem Oplions| System FaukiTroubies  Systeminfo  Aocess
- | EarafAroass corfrdl
IPpLtziBurglar Asem Zonas Sysen Otens
St (PG Ohizcl Nam: Obisct Nams
gutonsiiin/sereots SMELAPP Text Charsed Latin (160 SMS =ymhals)
- Event Lizt
- Event Log
- Testing&Moniloring
- Frmhvare
User Aocaas Code Format:

e

APP SEMTIS AR Synckr. node: [POne
A (1-Mire Buzl iDaIbs A-4M¥ire Bus for - Button kieys 051930,

\ m Cieer Evnils Buler sfler resel
= Daor Chine =
Bel Syuamk on ARMTELRM O
" fugo - radRIA |
5 =
o A;J | Etart BLttonRRIDPHone. programming mode Stog programeming

ST A . o |&n] User Neme Bufion Code | | AP0 Keyowrd | Keyb Code | cut
Outputs PON) Moot @ master OADCOOMSETS | 0OC0000O0D e NONE
AdoneionSeneers | 002 @ User Name 2 QADCOOASET 3! OCO00000 NovE
Evert Sustenary - = - . -
Eveets Log | |03 W User Name 3 . OANCOOASIENT COXGOO0000 nNonE
RY TestngdMoritonng | |04 ¥ UserName s . QALOOCBARE2D 0000000000 NONE
Froware 005 ¥ User Name § + 0ALOO0S25600 COO0000000 NONE

| 008 I User Names . . 0000000000 NONE

el : 00r [ User Name 7 . 000000000000 0000000000 NONE
Enter Keycard numbers manually via mini-USB cable (SERA2 Start the automatic key programming mode remotely via SERA2
software). software.
e Go to SERA2> System Options> General system Options. o Start SERA2 software
e Select Dallas 1- Wire Bus (for iButton keys) e Go to SERA2>Settings and
o Press [Write] o Enter required parameters: IMEI/UID and App Key
e Go to SERA2> Users/ Access control. e Press [Connect]
e Enter RFID keycard, iButton key numbers e Go to SERA2> System Options> General system Options.
o Edit other settings o Select Dallas 1- Wire Bus (for iButton keys)
e Press [Write] o Press [Write]
e Go to RT Testing & Monitoring> Hardware e Press [Start iButton/RFID/Caller ID Learning Mode]
e Press [Start Monitoring] e Touch RFID keycards, iButton keys to the reader
e Go to tab [Security Alarm Panel/ Access] e Press [Stop programming] button
e Touch the keycard to the RFID reader and iButton keys to the probe e Or wait until the learning mode will stop automatically

Start the automatic key programming mode by SMS command

!

Send SMS message: INST000000_063_1

Before starting programming iButton keys using SMS command, ensure 'Dallas 1-Wire Bus for iButton keys DS1990A' is selected in
SERA2>System Options > General System Options> 1W(1-Wire Bus) list box.

You will receive the message: iButton/RFID/Caller ID Learning Mode is Switched ON

Touch RFID keycards to the RFID reader.

Sent the message: INST000000_063_0|

You will receive the message: iButton/RFID/Caller ID Learning Mode Stopped

IButton keys deleting mode. Delete these keys from memory, which will be touched to the reader. Sent the message: INST000000_063_2

Refer to: Error! Reference source not found.

GTCOM2 User manual v.2024-01-04

29 | EM



5 OUTPUTS

The module GTCOM2 has:

2 outputs: I/O1 (1A) ... /02 (1A).

1 output: 1W (10mA, Max Voltage 3,3V) for LED, solid state relays control. ! Max voltage 3,3V

Outputs can be controlled via short call, SMS, RFID, iButton, or the SERANOVA app. This is particularly useful such as gate opening.
Output alarm parameters may be programmed.

The system supports automatic scheduling, including holidays.

Programmable algorithms for outputs operation: CTRL/SMS/DIAL, ARM state, inverting, pulse mode

The output responds to specific system events or remote control via App, SMS, Caller phone number, iButton, or RFID. It's versatile for tasks such as
operating garage doors, activating lights, controlling heating, managing watering, and more.

!

If an output is not in use, it should be disabled. A disabled output cannot be toggled ON or OFF until it is re-enabled.

Each PGM output has a name that can be customized by the user. Typically, the name specifies a device type connected to a determined

PGM output, for Example: Lights.

51

Schematic and Wiring of Outputs

Output switch to ground when activated from the module. Connect the positive side of the device to be activated to the VD+ terminal. Connect the negative
terminal to the selected output.

GTCOM2 GTCOM2 GTCOM2

o - o - o -

4 = Q e 4 = Q Qa 4 = Q QQ
O 0la 2|2 wla § > OOl Zlg N8 S > OO0l Zlg N2 S >
S3EZ20Z21Z% < S3EEC0Z21Z%|<n RS|FEEC0Z2Z %« m
@@@@@@@@@@@@ @@@@@@@@@@@@ 69@@@@@@@@@@@

) 1] e ¢
lv I; lv o v vm LED "
+ - +§_(o—° + - 56k W
12VDC Buzzer Bell 12vDC z—% .. :RELAY 12vDC

Figure 26 Bell, buzzer connection to 1/01, 1/02

5.2

Lost Primary Channel: Output where a continuous signal is generated
when communication with primary channel was lost.

Figure 27 Relay connection to, 1/01, 1/02 Figure 28 LED connection tol/O1, 1/02

Output Programming

Install SERA2 software. For more information look at 2.6 SERA2 software

Connect the module to the computer via mini USB cable. Device> GTCOM2

Go to Outputs (PGM) window in the SERA2 software

Parameters of the selected output should be set:

output operation description (OUT definition): disable, bell, buzzer, flash, system state, ready, automation/ CTRL, AC OK, battery OK, ARM/
DISARM, alarm indication, lost primary channel, lost secondary channel, fire sensor, RH sensor trouble.

State type: flash, timer, steady mode.

If necessary, output operation might be inverted.

Write configuration by pressing [Write}

If you need to control outputs by short call or SMS, go to Sera2> Users/ Access control window and enter phone numbers of users, who will be
able to control selected outputs via free short call.

Press [Write]

Refer to:

ARM/DISARM: Output for connection of light indicator of the alarm
system status. When the alarm system is on a continuous signal is

Lost Primary Channel Restore Primary Channel generated.
ARM DISARM
OFF Open | Open
) OFF——
Lost Primary
Channel ARM/DISARM
ON
ON Close
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6

INPUTS

The module PROGATE has:

1

2 analog inputs IN1, IN2 (0-10V) for analog sensors connection. Or can be used as security system's zones with selectable type:
NC/NO/EOL/EOL+TAMPER.

2 programmable analog inputs /01, 1/02 (0-10V) for analog sensors control or using as security system's zone with selectable type:
NC/NO/EOL/EOL+TAMPER

Wiegand interface, RFID reader, Keyboard.

1 programmable digital input (1W (Max voltage 3.3V)) used for:
o  Dallas 1-Wire Bus. To connect temperature sensors DS18b20 or iButton key DS1990A,
o  Aosong 1-Wire bus Humidity Sensor AM2302, DHT22, AM2305, AM2306,

IN1, IN2, /01, I/02 Can be used as inputs to detect System state on the main Alarm Panel as well as Gate position or security system's zones
with selectable type: NC/NO/EOL/EOL+TAMPER.

Connect sensors to module the as is shown in connection diagrams below

Set the required parameters

Write configuration by pressing [Write] button

Inputs IN1 and IN2 has internal pull up resistors 10k

Input/Zones wiring NC/NO/EOL/Tamper

4
&

+ = % a 5
— N
8 8|F E|c o z2
. 90looloo 20
MM
12VvDC
EOL EOL
2290200 2o 2000200
Sensor |2 0 2 Z O O = OsS0Q="' +
-G O Sensor ) Sensor | 2 8 Sensor | 2 8"2 z 8
TavpEr AL ESTAY POWER AR RECAY powen . Awén" ; W'pér;:mmﬁgm iR
OUTPUT OUTPUT
Zoneinput  COM Zone input Com Zone input 5.6k Com Zone input 5.6k Com
NC
NC 5.6k NO Tamper g g
\L W\/ switch
Figure 29NC Contacts, No EOL _ ' r _ .
g Figure 30 NC, With EOL Figure 31 NO, With EOL NC
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Programming of inputs Refer to: :
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7 SENSORS & AUTOMATION

Sensor Compatibility: Accepts signals from analog 0-10V or digital sensors, configurable with SERA2 software.

Worldwide Access: Utilizes GSM GPRS networks for global data monitoring and control via SERANOVA app or WEB

Applications:

e Enables versatile remote access for data viewing, alarm notifications, and data logging from any location.

. Suitable for monitoring various environmental such as temperature and humidity.
e  Applicable in labs, museums, warehouses, and more

7.1 Humidity sensors AM2302/DHT22/AM2305/AM2306/AM2320/AM2321

The module supports Aosong 1-Wire bus Humidity Sensors AM23xx series: AM2302, DHT22, AM2320, AM2305, and AM2306.

Table 6 Sensors AM2302, AM2320/AM2321 specification

Manufacturers' Specification

AM2302

AM2320/AM2321

Operating Range 0-100

0-100

+3% (10-90%)
+5% (<10, >90%)

Absolute accuracy
(%RH, 25°C)

+3% (10-90%)
+5% (<10, >90%)

Repeatability (%) +0.3 +0.1
Long term stability

(% per year) 0.5 0.5
1/e Response (sec) 5 5

Voltage supply (V) 3.3-55

3.1-5.5(AM2320)
2.6-5.5(AM2321)

The table contains datasheet values: Aosong specifies 'typical' values without maximum tolerances

Sensor AM23xx sensor connects on 1-Wire bus line to digital input 1W. One AM23xx Aosong humidity sensor can be connected to GTCOM2

2 3
~ N el
? o a a8 o
i eee
1 |
= = D1, D2, D3
I

)
Gl

L

L.
0S
ano
vas
aana

AM2302
Figure 18 AM2302 connecting diagram
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Bvert List Ertry Delay 1] 3
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Cicital Output [Max. 2,230

Cimlsz 1Wire Bus for  Button keys DE1 9904, temperature Senzors DE1Sha0, 110
g 1-Wie bus Humidby Tempers 74

Steps to start AM23xx, AM2320, AM2305 sensors:

¢ Connect the sensor to 1W contact according to the connection diagram.

. Navigate to SERA2>System Options>General System Options and set 1W (1-Wire Bus) to [Aosong
1-Wire bus Humidity/Temperature Sensor].

. Press [Write].

. Power on the module.

*  Wait for the sensor to be detected on the bus.

. Press [Read].

. Navigate to SERA2 > Automation/Sensors. Locate the desired registered sensor in the sensor table
and double-click on its line.

. Configure the required parameters.
. Press [Write].

(@) SEReZ (GTCOMZ)
5| File S Settings 3 Devices |3]Read[F3]  [@]Writ=[F6] @ Update iyHelp
Syslam Oplons AutornatinruUSensor sianalog inputs

T

= Yj”’jv

{
|
{
1

. Press [Read] (Wait until you will see the
note, that “Configuration was received”)

EM Communications ) I Senzor Name

Ussrsidccess control 1

Sengor Harchyare ID

e Ll [ FR I LRl oM jrput 1.1 Ve bus, RH, Hurmidy Aosona 1 -4Ves bus HumictyTemper shurs Sersor DHT220AM2301 7
| #) 2 Sersor Meme 2 GTOOMZ Input 1W 1 Wire bus, Tempersture Acsong 1-Wire bus Humidity Temperature Sensor DHT22/AM2301 14

. Go to SERA2> Automation/ Sensors

. You will see the connected sensor in
the list

InputzBurglsr Alarm Iones
|#; 3 Sensor Neme 3 Sensor Dissbled

Outputs (PCM) | 1L
AutomationfSenaces [#] 4 Sencor Name 4  Sencor Disablad
et STy [# & Camenr hloma & Camsns Musakiad

! Imortant! Do not change polarity! It will damage the sensor

’.dnﬁnlg
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7.2 Analog Inputs 0-10V Setup

. Connect analog voltage sensors to 1/01 and 1/02 as per the diagram.

. Use analog inputs for security zones or sensors.
. Disable unused inputs in 'Zones' or 'Sensor' window

adjusting multiplier and offset.

*  Calibrate sensors and set parameters in 'Automation/Sensors' (Sera2 > Automation / Sensors),

° For detailed setup, see Error! Reference source not found.

. Save changes to the module by clicking [Write].

5) SERAZ . :

File Settings Devices QR«GIFS] i]wdtelf ’.UPI;)M?UIQQ:!?C“CK on the SEJGCted l!ne
System Options Automation/Sensors/Anaka Inputs
GSM Communications 0| Sensor ame/] Senzor Hardware D [t [RT vaie| max v sms | winvas

Lisersifccess confrol

1 Humidty GTMI ngut D1 1 -Wire DHT22 RH Hurnidily RH%  Mi& 30
Blurgiar Alarm Zones =1
il HE: rma)( GTMI Jrgut D1 1-Wire DHT22 Temperature  C A ]
3 b 3 Sensor Dizabled “C (Y 30
R e -
Events Log [| 5 sensorames  Sensor Disatisd L NI 0
RT Testing&Monoring || & sensormames  Sensor Dicatied e N 0
Hivhyee [ |7 sensormame7  Sensor Disabied “ A £
' . [1'8 'sensornames sensor pisabied < =)
v Any automation voltage analog sensors 0-10V, can be

7.3

The DS18B20 digital thermometer

same 1-Wire bus. Thus, it is simple to use one to control

DS18B20s distributed over a large area. Applications that can
benefit from this feature include HVAC environmental controls,
temperature monitoring systems inside buildings, equipment, or

machinery, and process monitoring and control systems.

GTCOM2

1w

= 3m STUBS

provides 12-bit Celsius
temperature measurements. The DS18B20 communicates over a 1-

Wire Each DS18B20 has a unique 64-bit serial code,
which allows multiple DS18B20s to function on the

many

|

g g
g8

! Imortant! Do not change polarity! It will damage the sensor

Connect 1-Wire sensors DS18b20 to terminal 1W according following topologies:

3

W e

25
connected to IN1-IN2 (has internal pull up r

[BOTTOM \IEN)

rcomz

GSM/PSTN Communicator

Temperature sensors Dallas 1-wire DS18b20 installation & recommendations

Applications/Uses
e  Consumer Products
e  Industrial Systems
e  Thermally Sensitive Systems
e  Thermometers
e  Thermostatic Controls
Key Features
. Measures Temperatures from -55°C to +125°C
(-67°F to +257°F)
e  +0.5°C Accuracy from -10°C to +85°C

. Each Device Has a Unique 64-Bit code.
u ..‘.|p’z.='x(9hd6?‘-L’ ’

GTCOM2 -

GSMPSTN Communicator

. Linear topology: slaves are attached to the 1-Wire bus with insignificant (< 3m) branches or "stubs."

. Star topology. The 1-Wire bus is split at or near the master end and extends in multiple branches of varying lengths. There are slave devices
along, or at the ends of, the branches. When a stub is connected to a 1-Wire bus, there is an impedance mismatch at the branch point.; Each

branch line should be separated by 82-120 Ohm resistor

GTCOM2

FWR

4T0uF.

AT00uF

128

Temperature
sensor DS18b20

Figure 33 DS18b20 connection with long distance UTP or FTP cable
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PWR
~ommunicalor
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DTMF 82120 Ohm
A Sel 1 DS18b20
"‘;'\.: \/ max 100m fine j nsor_
82-120 Ohm
) g8a A A/ max100m line — Sensor_2 DS18620
aZ-NedS > VVV 7\
Fx290|ZZ 2V am
2 oleoleeiooee 82-120 Ohm

max 100m line — Sensor_3 DS18b20
|

A AN
AVAVAY:
VVY

Figure 34 Star connection
! The line resistor must be as close as possible to the contacts of the module GTCOM2.
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. Go to SERA2> System Options> General System Options
. Set 1W (1- Wire Bus) to Dallas 1-Wire Bus DS1990A/ DS18b20...

. Press [Write]

. Press [Read] (Wait until you will see the note, that “Configuration was

received”)
. Go to SERA2> Automation/ Sensors
. You will see the connected sensor in the list
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e Double click on the selected line

o Edit settings
o Press [Write]

2 File E‘Sﬂhﬂgs o Devices W Read [FS| ] White [F6] (@ Update QHllp
System Options Automation/Sersor sianaiog Inpads
OSM Cammunicaions | Sensor Hardwers £ [ et [rT veie] max vaiss | wnvelsms fevad &
PETH CEA oy S Crles TOOM2 rput 111 Ve, DS18820 Tempermiure SIE 28FF4AB20217 R 0 s b
Users/Access control - =
nentsBurier Alarm Zones 4 . Lo
5 M) [#} 3 Sensor Mame 3 | Sensor Disabied b (1S 30 5 !
_[.':j 4 Sensor Name 4 | Sensor Disabled ' Mg, el 5 2
LTI | | 5 sensormame s | Sensor Disabied © hs, 0 ] 2
:‘;“T"‘W - [#) & SensorNeme B Sensor Disabled " Hi, £ 5 -
SalngiMokie | 7 sensormeme 7 | Sensor Disnsled © e, ;0 5 a
Exmpaes: =
7.4 How to change temperature scale from Celsius to Fahrenheit

* Double click on the sensor’s line
. Enter Y (offset) and X (multiplier) values
¢ Change the units to Kelvin or Fahrenheit

O Celsius to Fahrenheit conversion: Y (offset)=32, X (multiplier)= 1.8
o  Celsius to Kelvin conversion: Y (offset)= 273.15, X (multiplier)=1
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- System Options —AutomationfSensorsianaloy Input
- GEM Communications 1D | Senzor Name I Sensor Hardware 1D I Uit IRT \f'aluel b al ShiS I hin /sl SWS I his Vs
- Usersihcoess contral X|[# 1 Sensor Name 1 | GTalarm y2 nput D1 1 Wire, DS18B20 Temperature SN-28FFFOE20217 c M2, 20 10 ar
- InputsBurglar Alarm Zones | 7 N
- Cutputs (PGM) ||l 2| Sensaor 1 Settings x
- dutomation/Sensors - <) 3| ~Sensor Setting
s
Event Summary - 4 Sanzar Mame: ISensor Name 1
- Events Log S5
- RT Testing&Monitaring N 7, 5| | Sensor typefhardware Igcation: |GTaIarrn w2 Input 07,1-Wire DS18B20 Tempearature, SH:28FFFOE20217 j
- Firmeare -
T | Sensor Unit Test: |°F|
7 5 A
49 —Highi't ax Y alue Actior) Setting
#, T
A0 b value Alam Evert/SMS: 20 High Temp Alarm
#11 .
B Max Walue To Activate Output: L Eorler el
|l#2 W ) |1— High Temp
713 an Yalue Hysteresi
|[#14] | Maxdlam Event Defay: |1DDDD L V //////////’ Besn EFy
| #15 &= Walue Output Control Delay I1 oao mz Carnfart Zone
AL Output: NOME - /
- Contact ID Report Code: |158 eater Hysteresis
418
— = Alarm Event 5M3 Test: IMaH Value Low Temp
(e Alarm Event/SkS v, R Event/SkS - reater ON
= larm Event W eztore Event,
#
- [:—“20 Lo Temp AIﬁ”"l SMS Alarm Low Temperature
|2 Low/hin yde Action Se/ui(g *
[an |1 i ~Senzor Calibration
1. Double click on the sensor's line. / |5—
2. Enter ¥ (offset) and X (multiplier) values. } % - Multipli l—
3. Change the units to Kelvin or Fahrenheit 1 e LI 1.8
Celsius to Fahrenheit conversion I |32—
Yioffset)=32, Ximultiplier)=1.8 I—‘IDDDD e 7 - Offset
Celsius to Kelvin conversion ms
Yioffset)=273.15, X(multiplier)=1 . Imgu T Equation; Temperature===a0C+"
5T T Qutput: INUNE 'I
[#29
3 Contact ID Report Code: |159
[#30
Alarm Event SMS Test: IMin Walue 0K
<
Alarm Event/SMS v Restore Event/SMS I



7.5

Example of Thermostat Control for Heating and Cooling

Cooler
control out

Temperature

Heater
control out

Cooler ON

Cooler OFF

Comfort Zone
Low Set Point Hysteresis_ _

<+— High Alarm SMS
High Alarm Restore SMS

High Set Point
High Set Point - Hysteresis

Low Set Point + Hysteresis
<+— Low Set Point

Low Alarm Restore SMS
Low Alarm SMS

Heater OM

Heater OFF

Y

L

Time

The system utilizes four set points for comprehensive temperature management, catering to both cooling and heating requirements:

1

Upper Limit for Output Control (Cooling Set Point): Activates cooling when temperature
exceeds this set point. For instance, if set to 28 degrees, the system activates the cooling
output (e.g., OUT1) after a delay of 1000ms to prevent false activation from short-term
temperature increases.

Upper Limit for Temperature Alarm (Cooling Alarm Set Point): Triggers an SMS alarm if
temperature surpasses this higher threshold. For example, at 30 degrees, the system sends
an 'Overheat' SMS alarm after a delay of 10000ms.

Lower Limit for Output Control (Heating Set Point): Activates heating when temperature
falls below this set point to maintain warmth. For example, with a set point of 20 degrees,
the heating output (e.g., OUT2) engages after a specific delay, ensuring the premises stay
warm.

Lower Limit for Temperature Alarm (Heating Alarm Set Point): Sends an SMS alarm if
temperature drops below this threshold, preventing conditions like freezing. If set to 5
degrees, an 'Antifreeze' SMS alarm is sent, indicating the temperature is dangerously low.

Hysteresis and System Behavior:

b e

7.6

Hysteresis value prevents frequent toggling of the system, reducing output ‘chattering'. It
ensures the system operates smoothly around set points, activating or deactivating outputs
only when the temperature sufficiently deviates from the target.

ON-OFF control method switches the output entirely ON or OFF, maintaining temperature
within the hysteresis range of the set points.

Upper limit High/Max [e.g. A/C Cooler, Fan) ¥ alue Action Settings

Upper limit % alue Alarm Event/SkS: 0

Upper limit Y alue To Activate Output: 28

Hysteresis: 1

Alarm Event Delay: 10000 s
Output Contral Delay: 1000 ms
Output:
Contact 1D Report Code: 158

Alarm Event SMS Text: Max Value

Alarm Event/SMS /] Festore Event/SMS /]

Lower limit Lowve/Min [e.g. Heater) Value Action Settings

Lawer limit ¥ alue &Alarm Event/SMS: 5

Lower limit Y alue To Activate Output: 20

Hysteresis: 1

Alarm Event Delay: 10000 s
Output Contral Delay: 1000 ms
Output:
Contact 1D Report Code: 159

Alarm Event SM3 Test: MinVale

Alarm Event/SMS /] Festore Event/SMS /]

For high-power AC equipment control in heating or cooling systems, using solid-state relays is recommended for their reliable performance

and efficient load handling."

How to test the sensors

Real-time hardware status: Go to RT Testing & Monitoring > Hardware, then press [Start Monitoring].

View the list of alarm events with timestamps: Navigate to RT Testing & Monitoring > Event Monitoring.

To receive alarm notifications via SMS to your mobile phone: Go to GSM Communication > SMS/Dial reporting.
For real-time sensor values and states: SERA2 > Access RT Testing & Monitoring > Sensors/Automation.

To save the configuration, press [Write].
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{0 SERA2

File Settings  Devices ] Read [F5] ] White [F6] & Update  About.. |5 s
- System Cptons ~hionitoring windo Flle tetings Devices ]Rend(FS] 5] Wite 8] @ Updste Apout.
GEM Commurications - SECLHty Slarm Panelifecess | Senscrafautom|  Sretm Opens Mookoning ko
- Usergicoess control I GIM oamumu‘m Hardware | Securfty Sam Panelocess | SWsannl Evert Monfoerg l
Do e | S sertmontorng | scpmntcng | | SR o e st e e
- Oluiputs (PO - ; : o ;
- ALtomEionSensars EEM T
Event Sumnary = ol P The list of alarm events with time and date stamp
: Press "Start Monitoring L
in order to monitor the status F z

of hardware | | |
ey | 1 [ [ [ [ [ [ [ [ (M |

(8 SERAZ

File  Settings  Cevices .R—;:d [F5] -W, ite {76 . Updatz  About..

-~ Syslen Options Evenl Reporbng/Commurication

LL' S Communicaticns | | SMSTIAL reportng lcmmm S Text | GPRSAPTCPAIP | Cats Reporting | SERA Coud Service |
SEISIACCEES COMLrol

Burgler Alarm Zenes S s P e | sMSnatiicatons to LSER

&gt DIAL to LISER |

Dutputs (PCM) Tel1 + 37000000000 Evenis [1]2]z]e]s]e]r]a]1]2]z]a]=]6]7]5]
BuomAoN/SEnSOrS wzep | [P]Stn oventioss 0 0 e A e i i (e i s [ e (e
et I | B TR 121 287wl il el e

i | sensort-Sensors2 Aemestare vwrrrr'rrrrrrrrrr]

-
=

! s Ll | | [Testivents o o0y : : L
s+ | | |otner Bverts It is possible to receive alarm SMS to the mobile phone B
o =

Tel& + |

(&) sERA2
TelF = I
i I— File  Settings Devices [f]Read [F5]  [31%frte [FE] @ lpdate  Roout..

- Svatem Dptions ontaring wwindcy

- GEM Communicetions Harduwere | Security Alsrm Paneliscoess | Sensorsiutomation | Evert Menitoring |

-1 {Flt=t rirol
Bzfg’; e ~Sensar Name 1 GTalanm vz npt D1 140re, DE18E20 Tempsraturs SN Z8FFFOE021T
e [z v Ny N S |

- Outpuis (FOM)
-Autormation/Sensors ~Zensor Mame 2 GTalanm v2 nput D1 1A0%re DE18E20 Tampsraturs SM: 22FFAEBEC21T
¥ Show Object Namme:

-Event Surmary .
[¥ Show Zone Munker Log | vae  [1083 : E

E T —sensor e soTaamy__eeal lime sensor values and states

7 Show D Code Fimwrs e oo o N T S |

Figure 35 How to check real time hardware status, real time sensor values. How to receive alarms and where find alarm events list

L S L3 A M DR N VLA o 8 | S P

Limit of sisnm dising: |T

I~ SMS forwardng to Tel1

How to receive SMS alarms

. Go to SERA2> GSM Communications> SMS/ Dial reporting

. Enter phone number

. Mark alarm events

. Press [Write]
(2 SERAZ (GTCOMI) - (=] x
) File & Semings 2 Devices gluum ) Wrte [F6 @ Updwe ) Help

J 13 - — — —
Userathcoess carrel SMEALACIAL Prons Nossber 25 MBI 0 10 USER Ao DAL 10 USER
FoteBage Alam Zones [ Tel1 o 37085558449 1ol Events NABOB0EDODARLD ]s[n[r].;\
Cuteuts (PGA) 2ol | |7 Sratem Cpeniciose (€0 0 grove of ol Lok i ] Lo o o
Adenatununsers b L Tructhes(CO 300 Fr o rrrrrr
pibbesnugd pas Senser! Sansor X2 AlwmRestore 2 a6 E @ dEEEEEE
't Taa . 1 | | |5 test Events (CO 600 group) iU nd |l Lol L ol g e Ll Lol e
Frmware s | \ | |6 cmertverts o o ol o (o (ol (o (ol ol Lo Lo Lo Lol (o

u._’_w_lmunlw FriricicrricicErieircere
) 2 of oo (od el (ol (ol (¢ o dl el el ol ol d
wre | 15 rotizones ammsinstorn o o8 s (md (et (n =l w3 ] (ml il )
a . 10 reutiZones Asemmiestore o8 ol ol o o o ol e o o
- R s
\___/__./ /7‘_/
Limt of shrm dalng ‘\\_’//"/
¥ SMS sorwardng to Tel |
¥ Show Ctmct Neme
¥ Stow Zooaliser Number
¥ Show Evert Tme o
- 3 ¥ Show CO Cose " .
B File &y Settings 2 Devices B Read [FS] 3 Write [F6] 8 Update {h Help
System Options Montorng window
GSM Communications mmlwwmpcuuumlwmm
PSTN CD to SMS Corwerter

Event 115800001 Tme 1970-01.01 015959  Hgh Temp Alarm, Sensor:001 Note: Sensort, 4190

UsersiAccess control
ot Ao Zones Event 3 380.00:002 Teme 1970.01.01 01:5853  Sensor Restore, No 002
Sy Event 1:531:00002 Tane: 1970.01.01 01:5959  New Mod Added, No002  Note 0201 Temperature
Ouipds GXM) Event 1.626.00.000 Teme:1970-01.01 09:5855  Time/Date naccurate
Automation/Sensors Evert 1:305:00:000 Time 1970.01-01 015958  System Reset
Event Summary Event 1:627.00:000 Tme: 1970.01.01 01:5959  Program mode entry
Everts Log Event 1:15800:001 Tme: 1970-01.01 01:5259  Hgh Temp Alarm, Sansor 001 Note: Sensor!, 36 90
Event 336000002 Tane: 1970-01.01 015959 Sensor Restore, No002
T Event 1:531.00:002 Tme: 1970-01-01 015959  New Mod Added, No:002 Note: D201 Temperature
Event 3 360.00:001 Time 1970.01.01 015253  Sensor Restore, No:001
Event 1:531:00:001 Teme 1970-01.01 01:5353  New Mod Added, NoO01  Note: D1 D1 Humidty
Event 1.626.00000 Tme 1970-01.01 015858  TimeDate naccurste
820 Event 1:305.00:000 Time:1970-01.01 015359 System Reset
& Event 1:627.00:000 Time: 1970.01.01 01:5959  Program mode entry
\ A Q Event 1.626.00000 Tine 1970.01.01 015959  TimeDate naccurate
Event 1.305.00 000 Tme: 1S70.01.01 01,5255  System Reset

What to Do if You Detect a Sensor Trouble in the "Event Log" Window?
. Use the "RT Testing & Monitoring” Window: Sensor troubles are highlighted in red in this window.
. Navigate to the Automation/Sensors window, deactivate the problematic sensor, and then press [Write]. It's possible the issue might be related
to the sensor's connection to the module.
. If the issue persists, ensure you save the configuration. Next, send this configuration to the seller. Be detailed in your description: specify the
issues, mention connections related to zone: 001, and provide any other relevant information before forwarding it to the seller.

0009 Event1234:1:110:01:006 Time:2017-02-14 08:51:41  Note: , Fire Alarm, Zone 006 \
0010 Event:1234:1:380:00:001 Time:2017-02-14 08:53:30 Note:, Sensor Trouble, Zone:001 |
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8 Programming with SERA2 configuration software

The SERA2 software is a configuration tool for the GTCOM2 module, allowing local configuration

via USB or remote configuration via the GPRS/LTE network. It simplifies the system 7% ™ &= #mr mees

configuration process by enabling use of a personal computer. We recommend programming To start configuration

the GTCOM2 module with SERA2 software. Here's how to install and start it: pgiin USB cable

e  Open the folder containing the SERA2 software installation and click on the "SERA2 Y
setup.exe" file. D O 2

e Ifthe software installation directory is correct, click [Next]. If you want to install the software ‘ s (3 ¢
in a different directory, click [Change], specify the new installation directory, and then click e Y »

[Next]. R
o  Verify the entered data and click [Install]. -
e  After successful installation of the SERA2 software, click [Finish]. i
e To start the SERA2 software, go to Start > All programs > SERA2, or navigate to the

installation directory and click on "SERA2.exe". Figure 36Sera2 software

Connection of the module to PC
' The module requires a power supply of DC 10-33V or AC 12-24V, with a maximum of 0.2A. Ensure that the module has a SIM card inserted
. (with a topped-up account and PIN code request removed). The module should be connected to the PC via a mini-USB cable.
Work with the software SERA2
If you are sure that the module is fully connected to PC and power supply, please go to Devices > GTCOM2
1 SERA2
File Settings Devices [§] Read [F5] ] Write [F6] # Updste About.
T 3 A A . g A
[1] [2 3] 4 5 6] 7]
Figure 37 Command line
Each time after configuring the module press Write [5] icon thus the software SERA2 will write configuration changes into the module!
' Wait until progress bar I!n_e will indicate that the configuration has been written successfully

. I < _ GTalarm v2_041° IME:8682° | SN:0000008C | TCP cannected
Figure 38 Progress bar

After configuring the module, you can save all settings to your PC. This saves time when using the same configuration in the future, as you won't need to
set the same parameters again. To save the current module configuration:
. Press the [Read] to load the current module configuration.
Edit the configuration
Go to File, then select "Save As" or "Save".
To load a saved configuration, go to File > Open. This allows you to copy the same programmed content into as many modules as required.

To receive software updates:
e Goto Settings and select "Check for Updates Automatically". The program will notify you when a

new update is available. About x
e  Start the update process when prompted.
e  Connect the module to your computer using a mini-USB cable. =
e  Write the update to the GTCOM2 module by pressing the [Update] button in the SERA2 software. Top kod as )
e If you want to update the module manually, press [Update] )

Product Mame: SERAZ

o | | Vs outsoriote2
For support with configuration software or device-related questions, follow these steps: Copyright: UAB Topkodas JSC
e Press the [Read] to read the configuration from the module. Comments: Configuration program

e Go to "File > Save As" and save the configuration. VWebste: o fwrwitonkodas. it

e Save the Events Log file.

o Send these files along with your question to the seller. These steps will let better understand
the problem and will reduce the time to find the solution.

Remote configuration or firmware updates via an internet cloud service may be slower than USB

e connections. The solution is that multiple modules can be configured on the same computer
concurrently. The speed of reading and writing configurations remains unaffected as these
processes run in parallel. Multiple instances of the SERA2 program can be operational
simultaneously.

number of modules
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8.1 General system options programming

/\ The general system options settings let you control system options, system
fo ﬁﬂ System Options > General system Options general settings, systems timers, let you program iButton keys and reset the
o module
| {8) SERAZ [GTCOMZ] — O *
File 2 Settings mmDevices [B]Read [F5]  [Write [F6] 8 Update O Help
- System Options System
- GEM Communications General System Options  System FautiTroubles  Systeminfo  Access
- PETH CID o ShS Converter . =
| Usersaceess cortrol System Options System Timers
! b InputsBurglar Alarm Zones Ohject Mame: Chject Mame Test Time: 1330 hhmm
- Qutputs (PGH) - - P —
2 SMSIAPP Text Charset |Lat|n (160 SMS symbalz) p Test Period: 1 |Darys o
- SutomationdSensors ! !
- Evert List Ertry Delay 0 s
- Evert Log )
- Testing&hanitoring Exit Delay: o 3
Ry sle BelliSiren Cut-off Timer: 120 =
User Access Code Format: |4 - Digits w :
APP ARMDISARM Synchr. made: |By Panel PG w |
14 (1 Wire Bus) |Dalias 140ire Bus for iButton keys DE1290, v| Time Zone: E(GMT: + 2) v| D_ i
| Davlight saving time: ﬂ I:] Zouthern Hemisphere
Clack synchronization: ECWUC‘ Server |
Clear Everts Bufer after reset []
Diaar Chitne
|
| z Biell Squsk on ARMDISARM (]
P Auto - reARM O
- r# Start iButton®FID/Phone  programming mode Stop programming Set Module Time from PC Read Module Time
z . ' v 0 =
P i , Reset Device PC time: 2024-01-12 15:38:20 Friday
7 Fanel Time: 2024-01-12 15:38.20 Friday
Object Name System name
SMS/APP Text Charset Text charset: Latin, Easten European, Baltic or Western European.
User Access code format Select 4 or 6 digits user code format
Sets algorithm how to synchronize main Alarm panel system state with GTOM2 SERANOVA App
App ARM/DISARM Synchr mode: . By Panel PGM
. By Panel Events
1W (1-Wire Bus) 1W Digital I/O Mode. 1-Wire bus / Digital Input / Digital Output
Clear Event Buffer After Reset When the cell is checked, the memory of unsent reports will be deleted after the module resetting

When this box is checked, violations of set Delay zones at the alarm turned off will be accompanied by

Door Chime keyboard audible (Buzzer) signal

The module can activate the bell output briefly causing the squawk to alert users that the module is being

Bell squawk on ARM/ DISARM armed, disarmed or that an Entry or Exit Delay was triggered. Enable or disable the desired option.

The module can be programmed to arm the module if there is no activity in the area after the system

Auto re-ARM . -
disarming.

All added iButton keys or RFID cards will be registered in the order of sequence by clicking Start

Start iButton/RFID programming programming

STOP iButton/RFID programming To finish entering iButton keys or RFID cards, click Stop programming button

Test Time Auto Test report time of day

Test Period Auto Test report period

Entry Delay This d(_alay gives you time to enter the armed premises and enter your code to disarm your system before the
alarm is triggered.

Exit Delay The system will trigger the Exit Delay Timer to provide you with enough time to exit the protected area before

the system is armed.

Duration of audible signal (sirens, Bell) after the alarm system activated. Time shall be written in seconds,

Bell/ Siren Cut — off Timer duration from O to 9999.

Time Zone System time zone.

Daylight saving time Sets day light saving automatically

Clock Synchronization Set how to synchronize clock

Set module time from PC To set the clock click Set time from PC button and the clock will be set using computer’s clock.
Read module time To read the clock of module.
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8.2

Real-time clock Time Zone and Synchronization

The SERA2 software provides options for setting the PROGATE real time clock's ‘Time Zone'
and 'Daylight Saving' automatically, which is essential for modules with automatic schedules to avoid
incorrect schedule activations due to time zone errors.

(8} SERAZ [PROGATE]

;}Nﬁ W Updat: {yHeip

Time Zone:
Dzt 2sving time:

[omts a0 | e

[[] Szutnern Hemizphers

Clock srnchronization

Sh hletsverk (GWT)

ClFile Sy Setangs o Dewices 35 Read[F3)
—
S pT e smw fautrTrousies | System info | et Moduie Time from PG Rea Modue Time
Usereibecass sonbrsl s
et Burple A Zones | [ Y500 Opthne : Saste T PEC time: 2023-08-02 27:04:00 Wednasday
Outputts (POM) Obgect Name: [ Ciect Maens Teat Tame: f! E O . .
i Panel Time: 2023-08-02 21:02:34 ¥ednasday
Avtornathon/Sen o T N
e & Y " SMSRPP Text Charset [Latin (160 45 symbois) ]| Testperod [ jooys =~
Events Log M Card PIN; [T Entry Deiay' 1% 3
;a:'::s::;smm nctaler Password [ {6 symbols) £k Calay: .
SHS User Password [ (6 =ymbols) BelfSiren CA-o1f Timar: 1210 &
LUser Access Code Foemat 4 - Digits =l Time Zone: (GMT. + 2 -
Heyawitch Tone Mo Pz oy - Doavyligphi 2wy times: =
W (1 e Bus) [Dabss 137ke Bus D51990a05 16620 .. =) B
ook oyrohromzaticnt [ E
' If the module has been connected first time to the power supply, or power supply has been disconnected, the time of the module should
& be set again by auto synchronization or manually.

System clock can be synchronized in following ways:

arwNE

connected

Cloud Server. Synchronize by [SERA Cloud Service]. SIM card must have mobile data and [SERA Cloud Service] must be enabled.
GSM Network (Local time). Select this if cellular network provides local time format.
GSM Network (GMT). Select this if cellular network provides GMT time format.

Disabled. If you want to set time manually.
Central monitoring station: Via the IP SIA DC-09 protocol, the system's date and time will automatically synchronize with the station when

6. Direct PC synchronization: Users can set the module's time directly from their PC for immediate synchronization.

(2) SERAZ [PROGATE]

=|File S, Settings o= Devices |3 Read [F3]
| Event Reporting/Communication

SMSIDIAL reporting | Custom SWS Text | GPRSIPTCPUDF | CMS Reporting |SER Cloud Service

- System Options

-

- Isersifcoess control

- InputsBurglar Alarm Zones
Outputs (PCh)

%] write [Fé]

W Update @Help

— Autometion/Sensors I Enable

v [V SERA Cloud Service (Defaul): I

-+ Event Summary

- Everts Log

~RT Testing&Monitering
-~ Firmware

1P or Domsir:
Remote Port:
APP Key:

!L';Im,n'l topkodas i
|'. 0000
I‘ﬂ AkXE

' If the date and time of events and SMS messages received are incorrect, you need to set correct way of the clock synchronization.
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8.3

8.3.1

GSM Communicator Programming

Event Notifications via SMS & DIAL

The SMS DIAL Reporting settings let you enter user’s phone numbers and set

Oﬁ A‘\ﬂ GSM Communications > SMS DIAL Reporting
o

events that will be reported to the user

The system allows setting up to 8 users to receive notifications via SMS or/and calls (DIAL). These notifications, sent through GSM, include alarms and
system status updates, such as gate openings or system arming/disarming. Users can configure their phone numbers and select specific events for alerts
in the 'GSM Communications > SMS DIAL Reporting' settings.

For alarm situations like zone or tamper violations, the system follows this sequence:

It sends an SMS with the zone's name. If the user's phone is off or out of GSM coverage, the system sends the SMS to the next listed humber.

Each zone triggers a separate SMS. The process repeats as programmed.

If set, the system also calls the first listed user's number for each violation. If unavailable, it tries the next number in the set order, due to reasons

like the phone being switched off, out of coverage, or busy.

A SERAZ
File
Sy
i} G5M Communieations
- UserefErcess corinl

Settings  Deices 3| Read [F5] J;ﬂWrite [Fa} @

em Cptions Evnt Reporting Cammunication

EMS/EUIRCIAL Phons bumber |

(] x

Update  About,.,

WS hotifications to LIZER | Auto DIAL 0 LISER

Shew Cbject Namey,
Sty Zone Numberb N A
Showe Event Iﬂ!% LY
Sy €I Coce

SHE torviarding 10 Tel.

{[country code][area code][local number]) Without symbal '+

" Show Object Nama: (+
- Show Zone Number: Zone n

s Birglar Alsm Zones « = - | ! -
- Cutpies (PG teaf+ | w o] Everts [1]z2]z]s]slslzlsl1213]4]s]s]7]ah
- Automation/Sersors L . ¥ 2 System CpeniClose (D 400growp | LI UL T e e
i ol | . | |® System Trunkles(CID 300 group) W 1: = |: | __ IC O E A _!— _E The indelx of ?hnne number
oy — | |4 Sensoct-Sersordl AlamiResiors 1\7 F | CIF '_I" - l“ T r‘ r I— [l 1 Notlﬁgatmns to USERI:
L. Fivmiera Tal 4 + N | |5 TestEvents (oD a0 provp) | =l T mlls [l il Ul (i (il SMS reporting to 1 index of teleph
Tels + [ § Other Everits ¥ rir Cir|r e rr|rrirrr]| numberis enabled.
raals ]—-— |7 mpuitizenst Alarmfestors W OO C T C|C MC ©F T = & T [ Auto DIAL to USER: Auto DIAL to
,7~—‘ 8 Inpul/ZoneZ AlarmfFesiores FOCIC I r|F«ET [T T T || selected index of telephone number is enabled.
Tei7} + |5 mptizenes sanmkestare | a0 ol (o o o L el L
T+ | T ptizoned slanmestare N SO |z e el e (e e (ol e el ] D
— Vi [ Call to Telt in case of InputiZone2 Alarm! Restore
Limit of sksrm disling: iT'.‘

Tell... Teld: SMS messages will be send and calls will b WiTTBArS in case of these alam evants. User numbers should be enfered with intemational code,

44 {00 113 o oo, 5o Correclly entered user number

number of user in United Kingdom is
A4 Doy
mit of alarm dialing: Indicata maxi number of unsuccessful calls
SMS forwarding to Tel.1 SME fror the maod sending to the other phone number
] d In the SMS message

dayad in the SMS message

The SMS/auto DIAL Phone Numbers

Enter up to 8 user phone numbers for SMS and auto-dialing, using the international format

[Country code][Area code][Local number] without the '+' symbol. For example, a UK number +44 (0)
113 xxx xxxx should be entered as 44113XXXXXXX.

Incorrect formats would be 440113xxxXXXX Or 0113XXXXXXX.

Next to each user's phone number, select the checkboxes for the events that will trigger an SMS or auto-
dial to that user.

SMS Character Set

Selection of the SMS character set.

Limit of Dialing

Specify the maximum number of unsuccessful call attempts.

Show Object Name

Object name will be displayed in the SMS message

Show Zone Number

Zone number will be displayed in the SMS message

Show Event Time

Event time will be displayed in the SMS message

Show CID Code

The Contact ID code will be reported.

Zonel- Zone32 Alarm/ Restore

Zonel- Zone32 alarm and restore events reporting is enabled.

System Open/ Close (CID 400
group)

System ARM/DISARM/STAY reporting is enabled.

System Troubles (CID 300 group)

System trouble reporting is enabled.

Sensorl- Sensor32 Alarm/ Restore

Sensor 1 — Sensor32 alarm and restore events reporting is enabled.

Test Events (CID 600 group)

Communication test reporting is enabled.

Other Events

Other events reporting is enabled.

Send SMS to USER

The system allows for SMS reporting to selected phone numbers (1-8). If a specific event occurs in the
system, an SMS message will be sent to the enabled phone numbers.

Auto DIAL to USER

The system supports automatic dialing to selected phone numbers (1-8). If a specific event occurs, the
system will automatically dial the enabled phone numbers.
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8.3.1 Custom SMS Text

Oﬁ Aﬁ\ﬂ GSM Communication > Custom SMS Text
o

) SERAZ
File Getbngs Dewvice: -ﬂRzad[FEi

m Write [FB] # Undate About.,

The Custom SMS Text options let you enter the text that will be send to the user
in case if the alarm event occur.

Text Description: Event type text
SMS Text: Text which will be visible in SMS message is

(atem Cptiors ~Evant Reporting/C: i

{EET .:nu.i::aicna SMSOIAL ,E,,m-,,g| Cuistem SIS Toxt | GPRSAPTCRADP | M Ripcrting | SERA Cloud Servica | entered.

Uzer: CEEE CONrl .
" vortatung hrm zans. | [ JE_ [T besation < e Ten [~ Alarm: &?MS message text of Alarm report
- Cutputs (PGM] T Hem e , gy Restore: SMS message text of Restore report

SutomationiSenzors | 2 restore w1 ! P Restare Open: SMS message text of Open report
E::ffmm 3 opena, | open Close: SMS message text of Close report

g L \ \

~-RT TestingaMonforirg ! A CIDS:“\\ 4 t Close

Firminvare 5 SMS Text: Taxt which will be visible in SMS messaga is entered.

" Text Description: Event yps text

Alarm: SMS message text of Alam repart

" Restore: SMS message text of Restore raport
* QOpen: SMS massage text of Open report

~ Close: SMS message text of Close raport

8.3.2

Network/SIM Card/GPRS/LTE programming

OQ A‘\ﬂ GSM Communication > Network/SIM Card
o

{7} SERAZ [GTalarm3]

[EiFile Dazettings oo Devices [E|Read [F5]  [$]Wwrite [F6] W Update i Help

- Systemn Options Evert Reporting/Communication

- B5M Communications SMSIDIAL reporting  Custom SMS Text | Metwork [SIM Card | CMS Reporting  SERA Cloud Service
- Uzersfhccess control
- InputzBurglar Alarm Zones .
- Outputs (PG SiM Card settings Metvwark
- Automation/Sensars
- Evert List SIN Cardt PIN. El Metwork
- Ewent Log AP lintermet |
- Bus Modules SME over LTE, Yol TE
- Testing &blontoring Logir: | |
- Firtnweare
Pazsward: | |

TCPAR Settings

DR .
DhS2

APN: An Access Point Name

Login: User name of GSM operator network (if required by network operator).

Password: User password of GSM operator network where SIM card inserted in the module is operating.
DNS1: IP addresses of 1st DNS server.

DNS2: IP addresses of 2nd DNS server.

GTCOM2 User manual v.2024-01-04
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8.3.3  Central Monitoring Station details programming. Reporting to the Central Monitoring Station (CMS)

This window allows you to configure the parameters for reporting to a central monitoring
station (CMS).

A‘\ﬂ GSM Communication > CMS Reporting

In CMS mode, messages sent to the monitoring station are prioritized. Due to this prioritization, it's crucial to maintain a consistent and reliable
connection with the CMS. Should the connection be interrupted, the system will try to re-establish it. If the CMS remains inaccessible for an extended
period, the system will switch to a backup CMS.

Data Messages — Events

The system supports the following communication methods and protocols:
. GPRS network —SIA IP protocol (ANSI/SIA DC-09-2012; configurable as encrypted and non-encrypted).
. All events to CMS are transmitted according SIA-IP ANSI/SIA DC-09- 2013 standard message body in ADM-CID format Contact ID DC-05.

Initially, the system communicates via primary connection with the monitoring station. By default, if the initial attempt to transmit data is unsuccessful, the

system will make additional attempts until the data is successfully delivered. If all attempts are unsuccessful, the system will follow this pattern:

. The system switches to the backup connection that follows in the sequence (presumably - Backup 1).

. The system then attempts to transmit data by the backup connection.

. If the initial attempt is unsuccessful, the system will make additional attempts until the data is successfully delivered.
. The system ends up with all unsuccessful attempts.

If all attempts by all set connections are unsuccessful, the system will wait until the delay time (by default — 1200 seconds) expires and will attempt to

transmit data to the monitoring station again starting with the primary connection.

[EiFile Sy Settings oo Devices [E|Read [F5]  [&]virite [F6] M Update $Help
- Syatem Options Ewvent ReportingiCommunication - ' : - -
- G Communications SMSDIAL reporting Custom SMS Text Metwork £ SIM Card CMS Reporting  SERA, Cloud Service
- Usersibcoess contral .
- InputsBurglar Alarm Zones (M5 Reporting
Pri AMSISIA P DC-09
. Outputs (FGA) rimary
- AutomationiSensors GPRE ~ SIA P Standare: |ANSI.|’SIA DC-09-2012 (2013) v |
+ Event List i 19216811 i :
- Event Log IP ar Domain | ABE1. Encryption AES1 25
- Bus Modules Part 3000 Key 32 char (Hex) (0123456783 ABCDEF 0123456783 ABCDEF |
- Testing&honitoring |1 28BCDF |
- Firmyware Backup 1 Account Mumber (Hex):
Account Prefix (Hex): 0
Receiver Mumber (Hex): 1|
Supervision Message: - =
; o |
Use Time Stamp:
Settings
Transpott Protocal: TCR b
Backup reporting after: Attempts
Return To Primary After: min

CMS Reporting

Primary central monitoring station settings

Primary Primary central monitoring station settings
GPRS or Disable Data transmitting to the primary CMS via GPRS network or data transiting Disable
IP or Domain The IP address xxx.xxx.xxx or domain name of the receiver station.

Remote Port

The IP port defined as input port on the receiver station to receive the connection requests (TCP mode) or
the datagrams (UDP mode) transmitted by ALERT.

Backup 1

Backup 1 central monitoring station settings

Transport Protocol
(TCP or UDP)

The used link protocol: UDP (datagrams exchange without connection) or TCP (connected mode).

Backup reporting after n attempts

If communication with primary central monitoring station (CMS) is disable, switch to backup CMS after n
attempts

Return To Primary After n min

Return To Primary After n min

Encryption AES128

The "Encryption” option validates the encryption of messages. If this option is enabled, the encryption key
must be defined.

Key 32 char (Hex)

AES key size 128 bits. Definition of the key as a string of respectively 32 hexadecimal characters, relatively
to the size of the selected key.

Account Number (Hex)

mandatory, consists of 3-16 hexadecimal digits

Account Prefix (Hex)

Consists of 6 hexadecimal digits maximum. If not used enter "0”

Receiver Number (Hex)

Optional, consists of 6 hexadecimal digits maximum.

Supervision Message n seconds

Supervision NULL Message. Optionally, the PE and CSR may be configured to supervise the connection.
Module periodically send the Null Message to the CSR. Supervision interval shall be configurable over
range of 10 seconds to 9999 seconds.

Use Time Stamp

GTCOM2 User manual v.2024-01-04

This option validates the addition to the messages of a timestamp in GMT time. This option is always forced
for encrypted messages.

42 | =M




8.4 Inputs/Zones programming

The figure below shows an example of zone operation with a 3-time alarm event limit:
. Zone alarm is generated 3 times.
. After 3 alarm events the zone is blocked (bypassed) till Event Repeat Timeout will end.
. After Event Repeat Timeout zone will activated again.

Working Zone Zone Shutdown Working Zone
- — - e
Plarm 1 Alarm_2 Alarm_3
Pulses have not to be generated
for some time to exit the zone
.. shutdown mode
.
- | - >
=Zone \\\ | gnored, >Event Repeat Timeout
Speed ‘\\\ | | because <Zone Speed
" Maix Alarm Count- how many alarm events will be send to the user
1 tirig Read [F5 T2 Wriee [F & Update
— 33 -[ I ﬂ [Fel s ‘Zone 1 Sattings T
i System Options Zones 1 " e e
| 3Sh Camnunications Eetlings | v alicn to 1he modulel et — L
i = 7 =11 : It is pos sustomize restare te
sl cass cortrol e “Zane Narme l,z Restore Text: It is | ms 0 customize resiore text
Inputs Buralar Adanm Zones Zn | Zotame | reraManh Lol g Zone Hardware Location: Select the zone hardware inpul
= Fa A 5
Oudpus (FGM) M1 Zoneniame 1 4 ETalam vz, bt = b= EOL Enc of line resistor, Inpul type with resistor
| audometion Sensars [#]2 Zometlame 2 GTakarm v2, N2 BESIS TN 4 | P Wiring Type: | NC The alarm will be send when the circuit between input and ground (V) will be broken
i~ Event Summary W [#3 ZoreMame 3 GTalarm vz, M3 | Zone Hardware Location ¥ E NO The alam will be send when the input will be connacted with ground {-V)
i Evenls Lo i~ : | . . . i
LRT Testin:&ﬂurioring (] Eﬁ 4 AC Loz GTalarm vZ, l"l‘_ Bl o e /-/E_. Contact 1D code: The module will aulomatically generate the reporting event when transmitting bo the CMS.
| Frmeere L] [#s _ZTE Mame & _ Glaksmsrs2, 601 | // - Zone Speed: Defines how quickly the module responds to an open 2one detected on any hardwired
P — — [[|i#i& Zorenames GTalarmy2,loz | YWingTyee 4— (k input terminal (dees not apply to addressahle mation detectars and door contacts)
s J oI
) ) o i | Event Repeat Timeout: Insensifive time o recumant zone avents
Delay When armed, provides entry delay when violated, Recommended Conczct D code o - EVEI T =

Max Alarm Count: When the particular number of zone evenls set has occurred, the other events of the
same zone will not be responded for the time set in Event Repeat Timeout, After this
instant al | follc | ¢ delay if entry delay is active. Recommended | Event Repeat Timcout 4 time expired {or when disarmed), a new count of tha number of zone events will be started.
for metion sensor in front of the dear. /" 1, Zone Alarm action: Determines which oufput will be activated
Instant When armed, instant alerm when violated Ml SRt == J& Alarm report enabled: The system wil report alarm event and log it to the event ouffer
| Zore larm action: <— r Restore report enabled: The system wil report restore event and log it to the event buffer
: Tamper Enabled: The system will detect a famper condition with one or more sensors on the system

Lone Opions e §

i Farort Eraba A / Bypass Enabled: The system will allow zones to be Manually Bypassed,

Restore report Ensbied “//:{ Shutdown if max alarm count: The system will stop generzling alams once the max alarm count Limi! is reached.

i

or door sensors.
Interior When armed, insiant alarm will sound first if the zong iz viclated;

-
Zone Speed 4

& activated. Recommended for voltage,
and for alarm of sent panic

Fire Instant alarm and comm violated not dependin Tarmper Erabled < || [tressis every time the system will be anmed ! e

ARM, DISARM modes. Sire 1 1 ruptions will be generated Bypepzs Enabled &~ Zone Force ARM: Only force zones can be bypassed when the module s Force ammed. Fire Zones cannot
Recommended for smoke, fire dete Shdown T mex alern counl /b Force Zones.

ONIOEF Zane Force ARM - =

Interior STAY Similar o ‘Instant’ except the madule will auto bypass 3

the zone if Armed in the Stay mode

Instant STAY Simi axcapt the module will auto -bypass oK |

the zone if Armed in the Stay mode

Alarm Text: It is possible to customize alarm text

Restore Text: It is possible to customize restore text

Zone Hardware Location: Select the zone hardware input

Wiring Type:

EOL End of line resistor. Input type with resistor.

NC The alarm will be send when the circuit between input and ground (-V) will be broken.

NO The alarm will be send when the input will be connected with ground (-V)

Contact ID code: The module will automatically generate the reporting event when transmitting to the CMS.

Zone Speed: Defines how quickly the module responds to an open zone detected on any hardwired input terminal (does not apply to addressable
motion detectors and door contacts).

Event Repeat Timeout: Insensitive time to recurrent zone events

Max Alarm Count: When the particular number of zone events set has occurred, the other events of the same zone will not be responded for the time
set in Event Repeat Timeout. After this time expired (or when disarmed), a new count of the number of zone events will be started.

Zone Alarm action: Determines which output will be activated

Alarm report enabled: The system will report alarm event and log it to the event buffer

Restore report enabled: The system will report restore event and log it to the event buffer

Tamper Enabled: The system will detect a tamper condition with one or more sensors on the system

Bypass Enabled: The system will allow zones to be Manually Bypassed.

Shutdown if max alarm count: The system will stop generating alarms once the max alarm count Limit is reached. It resets every time the system will
be armed.

Zone Force ARM: Only force zones can be bypassed when the module is Force armed. Fire Zones cannot be Force Zones.

Zone definition:

Delay When armed, provides entry delay when violated. Recommended for door sensors.

Interior When armed, instant alarm will sound first if the zone is violated; Instant alarm will follow the entry delay if entry delay is active. Recommended
for motion sensor in front of the door.

Instant When armed, instant alarm when violated.

24 hours instant alarm when violated, audible alarm at default not depending from ARM, DISARM modes. Recommended for safes, storehouses,
tampers.

Silent Always active, not depending from ARM, DISARM modes. The SMS will be send, but the siren will not be activated. Recommended for voltage,
Temperature control, AC mains failure control and for alarm of silent panic.

Fire Instant alarm and communication when violated not depending from ARM, DISARM modes. Siren signal with interruptions will be generated.
Recommended for smoke, fire detectors.

ON/OFF

Interior STAY Similar to ‘Instant’ except the module will auto bypass the zone if Armed in the Stay mode
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8.1

(@) SERAZ [GTCOMR]
[ZiFile S Setting: smDevices FRead[FS] 5iWrite [Fé]
- Systam Cplianz Cudputs
- FEM Communications Outps  Schedaler  Holsaps

g CI0 10 ShS Convarter
- Uzergiftcoess cortral

- nputeBurder AlRrm Zones |7}
i Oigpuia (RGN

e Lacstion R Hardwars

i P GTCOHE, K114
AR 2 GTCON, 3 4)
Evert LIt

3 Oulput Disebled

Evermtlog
TeztnuEMontarng
Firmeare

Figure 40 Olitphts (PGM) window

Outputs PGM programming

B Update $hRelp

Schedues

A [OM] Bvent Test

DUt Mame it detnhion Ho Mids  Twe neerd Pussfirg OWTES  GFF TR Cout gt 1 2 3 4 5 B 7
aum 1y AFEMTAS ARM Cotmimand| | | Mi& Puiga 13 W [ 100me 100 ] e T T onte
auTz Cizable Steady s [ [ 100nE 100 a mes C OO T T aniTes
auTs el Steady  0s [ [ 100ms M00ms 0 W [ ] sl I~ o0 Ted

Euzzer

Fiach

Svstem Seoks

| AFhl Statie
Femotz Carerol & &fomebon
AL

Eustlery 0k
[Syetam Anne Sale
b= Iredicstion

Lozt Primary Chanet
Lost Secordery Chenel
Fire Senzar

FH Sersar Trouble
Acoezs Ganed

[STAY Armed Stebus
[SLEEF &nmedl Status
Pulze On ARM J DISARM
Ctpur Seobe

k.

2 inirard
4ctiveles by SLEEPTAS AR Command
Activeb: by STAYOGARM Commentd
| Aecess Control

ID Output index number.

[FFlEvert Test E R
QFF Tesl |
OFF Tex! I
OFF Texd, I

Output Location in
Hardware

The outputs hardware location.

Output Label

Output name

Output Operation Mode Selection:

Out definition

Out definition hley
Dizable| S| MA

Bell
Buzzer
Flash

System State

ARM Status

Remate Contral & Automation .
AC CH

Battery Ok 0
System Armed Status

Alarm Indication *
Lozt Primary Chanel .
Lost Secondsry Chanel

Fire Senzor .
RH Sensor Trauble

Access Gained

STAY Armed Status .
SLEEP &rmed Status

Pulze On ARM [ DISARM

Output State .

Fone OK
Activate by ARMDISARM Command
Activate by SLEEPDISARM Command .
Activate by STAY/DISARM Cominand
Access Control
DT

™

Disable: Output is deactivated.

Bell: Connects to a sounder (siren). Emits a continuous or pulsating signal (for fire) upon alarm activation.
Buzzer: Emits a pulse during Exit Delay and a continuous tone during Entry Delay or disturbances. Acts as

a keypad buzzer when the system is deactivated.

Flash: Pairs with a light indicating system status. Pulsates during Exit Delay, remains continuous during

alarms, and stops upon DISARM.

System State: For light indicators showing system status. Pulsates during Exit Delay, remains steady

during alarms, and stops when system is disarmed.

ARM Status: Activates the output when the security system is armed.
Remote Control &Automation: Mode to remotely control electrical devices via App, SMS, or phone call.
Also allows automated control based on events e.g. thermostat or schedules.

AC OK: Indicates the panel's AC power supply.

Battery OK: Indicates battery power supply for the control panel.

System Armed Status: Connects to a light indicating system status. Continuous signal when the system is

armed.

Alarm Indication: Indicates alarm status. Emits a continuous signal upon alarm event of the system.
Lost Primary channel: Emits a continuous signal if the primary CMS communication channel fails.
Lost Secondary channel: Emits a continuous signal if the backup CMS communication channel fails.

Fire Sensor: Resets fire sensor operation. Changes status for 5 seconds before reverting.

RH Sensor Trouble: In this mode, the output can automatically reset the humidity sensor if a malfunction

occurs.

Access Gained: If a user has the right to ARM/DISARM the system, they always have access to control

this output. If the ARM/DISARM flag isn't set, a user can access this output only if the system is disarmed.
STAY Armed Status: This output activates when the system is set to Armed STAY mode.
SLEEP Armed Status: This output activates when the system is set to Armed SLEEP mode.
Pulse on ARM/DISARM: Generates an impulse when the system is armed or disarmed.
Output State: Reflects the state of a selected output, for example, an LED output can mirror Output 1 if

[No]=1.

Zone OK: Indicates when all security system zones are not violated. A continuous signal indicates the

system's readiness.

Activate by ARM/DISARM Command: Activates when the system receives an ARM/DISARM command.
Activate by SLEEP/DISARM Command: Activates when the system receives a SLEEP/DISARM

command.

Activate by STAY/DISARM Command: Activates when the system receives a STAY/DISARM command.
Access Control: This mode allows the output to be used for gate or door access control. It logs every user

access event, and if activated by a call, it stores the phone number.

Output Control Mode:
Pulse: This mode generates a single impulse signal According [Time] parameter when the output is

Mode activated. . N L . .
. Steady: This mode maintains the output in either an ON or OFF state once it's activated.
. Pulse Count: In this mode, upon activation, the output produces a series of impulses based on the
specified [Count] parameter.
Time Then [Mode]=Pulse, Pulse time duration can set from 1 to 999999 sec.
Invert Output Inversion is activated
Pulsating Pulsating mode is activated. Then output is activated it will pulsate according pulse [ON time] and [OFF Time]

Pulse ON Time

Pulsating mode pulse ON duration.

Pulse OFF Time

Pulsating mode pulse OFF duration.
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8.2
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Sensors Programming & Automation/Sensors/Analog Inputs Programming
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Max Value Output Co

vard Dy 4

Alarm Event SMS Tex!
Alarm Eventi SMS: Th
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Sensor Unit Text: Enter |
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ect [assign) sensor location
nits of sensor's values. .g. "F "G

= selected output

the selectzd outpul

will be sant wh

Table Column

Field name in Sensor Form

Column/Field Description

Sensor Name

Sensor Name

Sensor name

Sensor Hardware
ID

Sensor Type/ Hardware location

Sersor Herdveare D il BT Vaue M

252

[Zengor Dizablect

TalnmE i IN1,0-30

5Tabarm ot N2, L300

TalmmE i IN3,0-30

5T rpct 144, 030

G Tasmmz/rae 101 0-30

[FTalarmara 102)0-30%

FTaiammE ) 103,130V

[ Taarm3 ren 109 0-20ma 8- 20w,

[ TaisemE /et 102,0-20me, 4.20me,

S Taa MmN 103,0-20maA, 8- 20ms,

e‘rsmsmm D 1 ir= bus, FH, Humidty Aosang 130 bus Homi
£1.1-Mdre tus, AADEONG T-RANE DUE HUn

e‘rsmsmm [0 1 ir= bus, FH, Humidty Aosang 130 bus Hom
D2 1.%ire tug, A0z0ng 1-Wire tug Hum

oTaimaneans D3 19%ire bz, RH, Fumidty sosana 1 4iire bus Him
GTQ&'\‘!B mll D31 Nre IJ.IS‘ Temrstwerso 0 1 Sire pus Hum
o ik 4010

Location of sensor connected to the module: Specify which sensors are connected to the
module.
Sensor disabled: Check if the sensor is deactivated.

GTCOM2, Input IN1...IN2, 0-30V: Assign voltage input ranging from 0-30V to IN1...IN2.
GTCOM2, Input 1W, 1-Wire DHT22 RH, Humidity: Assign digital input D1...D3 for 1-Wire
DHT22 RH Humidity sensor.

GTCOM2, Input 1W, 1-Wire DHT22 RH, Temperature: Assign digital input D1...D3 for 1-

Wire DHT22 RH Temperature sensor.
1-Wire Temperature sensors: Assign digital input 1W for 1-Wire DS18b20 Temperature
sensor.

Unit Sensor Unlt Text Specify the unit used for the sensor.

Max Val SMS Max Value Alarm Event/ SMS Define the maximum temperature value that triggers a report.
Max Val OUT Max Value To Activate Output Set the maximum temperature value to activate a specific output.
Max Hyst Max Value Hysteresis Specify the hysteresis value for the upper set point.

Max SMS Delay

Max Alarm Event Delay

Set the delay for SMS/App natifications when the upper limit is reached.

Max OUT Delay

Max Value output Control Delay

Determine the delay for output control when the upper limit is hit.

Max OUT Upper Limit/Max>Output Select the output that will be triggered when the maximum temperature value is hit.
Max Alarm SMS Alarm Event SMS Text E)?:é;tdheedte)(t to be displayed in the SMS message when the set temperature limit is
Max SMS en Enable Alarm Event SMS Check to send the indicated high temperature report.

Min Val SMS Min Value Alarm Event/ SMS Define the minimum temperature value that triggers a report.

Min Val OUT Min Value To Activate Output Set the minimum temperature value to activate a specific output.

Min Hyst Min Value Hysteresis Specify the hysteresis value for the lower set point.

Min SMS Delay

Min Alarm Event Delay

Set the delay for SMS/App natifications when the lower limit is reached.

Min OUT Delay

Min Value Output Control Delay

Determine the delay for output control when the lower limit is hit.

Min OUT Lower Limit/Min>Output Select the output that will be triggered when the minimum temperature value is hit.
Min Alarm SMS Alarm Event SMS Text E)Té(;;tdheedtext to be displayed in the SMS message when the set temperature limit is
Min SMS en Enable Alarm Event/ SMS Check to send the indicated low temperature report.
: y = 0,3284x 266,35
Calibration: =
- §=
Temperature= n
X*ADC+Y >
';" 20 RA00G $10.00 250,00 L_ - . 00,00 RI0.00 B 00
. L Coefficient derived from the equation “Temperature = X*ADC + Y”. Measure temperature
Mult Coef Corr. X-multiplier in at least two points to calculate X.
Coefficient derived from the equation “Temperature = X*ADC + Y”. Measure temperature
Sum Coef Corr. Y-offset

in at least two points to calculate VY.

Max CID Contact ID Report Code Input report codes in Ademco CID or SIA DC09 format. The module can set default report
Min CID Contact ID Report Code $c;§i($’sf,i:\|r;d they can be modified. For custom notifications, add text in the “Alarm SMS
RT Value After connecting to the module and selecting the [Read] icon, this field displays the real-

time sensor value.
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8.1 Event List (Events)

OQ Event List The Event List (Events) table contains Contact ID codes of events and enables users to change
o

fi} SERAZ [PROGATE]

the text that will be reported if the event occurs.

|S)File S Settings 2 Devices [H|Read [F5]  [f]White [FE] W Update Yl Help

G3M Communications
Usersifccess control
InputsBurglar Alarm Zones
Cutputs (PGM)
Automation/Sensors
Evert Summary

Everts Log
Testing&Mantoring
L Firmwvare

T
Figure 41 Event List window

System Options Events

1] Marme of Status Evert Cade Type  Enable SM31 DIALT SMS2 DIALZ SMS3 DIALD SMSx DlAlx CMZ  APP Alarm SMS Text Restore SMS Text
1 A non-specific medical condition exists 100  ZOME "2 F 3 r F C F - W ¥ Medical Alarm Medical Restore
2 Emergency Assistance reuest 101 ZONE "2 VT 3 r & I ¥ I W ¥ Persoral Emergency Personal Emergency
3 Auser has felled to activate & monftoring device 102 FOME 2 VT 3 r I ¥ I W ¥  Failtoreportin Fail to report in
4 & non-specitic fire alarm condition exists 110 ZONE W v [ v r v r v [ v v Fire Alarm Fire Restore
5 Analarm has been triggered by a smoke detecto 111 ZONE v v [ v r v r v [ v ¥  =moke Alarm Smoke Restore
& Analarm has been triggered by a combustion der 112 ZONE W v |— v r W r v |— v ¥  Combustion Combustion Restore
An alsrm has heen trinsered b s wester flone del 113 FOMF i~ v r v r 3 r v r v W ister finw Wiater flnue Restore

1D Report sequence number

Name of Status Event Event (report) name

Code Report Contact ID code.

Enable The indicated report will be sent when it is checked.

Alarm SMS Text

Alarm text which will be visible in SMS message is entered.

Restore SMS Text Restore text which will be visible in SMS message is entered.
None Type is not assigned

Type USER Refer to USER Report Options
ZONE Refer to Zone Report Options
NUM Refer to Numerical Report Options

8.2 Events Log

aﬁ Events Log
o

The Event Log displays events stored in a nonvolatile flash memory buffer, recording each new
event. It has a capacity of up to 3072 event records.

The event log allows to chronologically register up to 3072 time stamped records regarding the following system events:

e  System start. _
e  System arming/disarming. © SERAZ
. Zone violated/restored. File Seftings Devces FRead[FS] 3 Wiite [l  # Update About..
e  Tamper violated/restored. System Options Eysrielog
. F5h Commuricaiions i
e Zone bypassing. L Readtuertlog | Clws Evertlog o -
e  Temperature deviation by MIN and MAX -Inguts Burglar Alarm Zones = —_— =~
b d . - Cutputs (PG 1235 Evant: 1.601:00:000 Time: 2020-01-06 1330000 Manual test repon T — .
ounaaries. 1 4 e 1234 Event: 1:37301: 005 T‘vne 2020-0 -05 213645 Qne Trouble, Tone 005, Tans Name 5 3
f |tS Utomation/Sensors: L A — —— — — -
. System faults. Event Summary -. e e
Confi ti ia USB 3 5 (| Events could be read from the module by clicking Read Event Log button |
* onfiguration via o -- g . %o { |\, Events could be cleared from the medule by clicking Clear Event Log button
. User phone number that initiated the eatingSMontoning i \ \." Note: Event report text which was indicated.
remote configuration P _\_“Time: Event date and time
. . ™ Event: Object number an evenl report in Contact 1D code
e  User phone number that initiated the “~ Evant Numbae: Event 4

remote configuration.

Read Event Log

Figure 42Events Log window.

Events could be read from the module by clicking Read Event Log button

Clear Event Log

Events could be cleared from the module by clicking Clear Event Log button

Event Number

Event sequence number

Event Object number and registered event report in Contact ID code.
Time Event date and time.
Note Event report text which was indicated.

If you notice sensor trouble in the 'Event Log' window:

0009
0010

o

Event:1234:1:110:01:006 Time:2017-02-14 08:51:41  Note: , Fire Alarm, Zone 006

Event:1234:1:380:00:001 Time:2017-02-14 08:53:30 Note:, Sensor Trouble, Zone:001

Check the 'RT Testing & Monitoring' window, where a red field indicates sensor issues.

In the 'Automation/Sensors' window, you can temporarily disable the sensor and click [Write].

The issue might be with its connection. Ensure the sensor connection is properly done.

Check the wire length. Excessively long cables can cause poor communication between the controller and the sensor.
If the issue persists, consider replacing the sensor.
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8.3

OQ RT Testing & Monitoring > Hardware
o]

Real-Time Testing & Monitoring of Hardware

System hardware can be monitored in real time via USB or TCP Cloud
connections. The Hardware Monitoring window provides real-time data on
inputs, outputs, system state, voltages, sensors, and GSM network status.

{8} SERA2 [GTCOMZ] = O
Sifile SR Settings e Devices [ Read [FS]  [@]wwrite [F6] 8 Update $Help
| o System Options onitoring window:
- 53 Communications Hardware  Security Alarm Panelifccess Sensorsf@utomation  Event Monitoring
- PETH CID to SMS C rt
Sl ———————— Inputs (ADC values) Outputs states
= Start Manitori ‘ Stop Monitorin Ik
- InputsBurglar Alarm Zones LT | e o IRIE (1255 11 i Rl
i
o Outputs (PGM) csMinfo M2 12300 1T v Pulllp
- AtomationsSensors 1 4 0.04 PullLp
i IMEL: GE2208
Evert List 02 1399 1339 v PulLp a|01 101 Ot
Ebvert og SIMICCID: 8937003800 - S Moz 107 ORioi
- Testing&Monitoring o
. Firimiware SIM carc : READY
Registration:
Registered, home network B 14 (1 0ire Blus, Digital 110)
SMS Service Centre Address:
D "+37065499199" 14
* i @ w0 W Oniof
System Status
System Voltage: 14584 13958 v
System Yoltage B B
RTC Clack B 6
,’:. . Module Real Time Clock: £ Set RTC Clock
i -~ -
[
. 2024 0115 13:14:42 Monday
UsB Connected GTCOM2 _052310252053_4G_F1 IMEI: B622¢ - SR:00000217

Figure 43RT Testing & Monitoring > Hardware window

Start Monitoring

Pressing Start Monitoring button starts the monitoring of the module.

Stop Monitoring

Pressing Stop Monitoring button stops the monitoring of the module.

IMEI IMEI number of GSM modem available in the module
SIM ICCID ICCID (Integrated Circuit Card Identifier) - A SIM card contains its unique serial number (ICCID). ICCIDs are
stored in the SIM cards and are also printed on the SIM card.
If note READY is visible, it means that SIM card is fully functioning. Otherwise, check whether PIN code request
SIM Card .
is off or replace SIM card.
Signal level Signal strength of GSM communication

Registration

State of GSM modem registration to GSM network.

SMS Service Centre
Address

SMS center number. This number should be checked if it is correct. If this number is incorrect. SMS messaging
may be impossible. This number may be changed after inserting SIM card into any mobile phone.

System Voltage

Power supply voltage. Nearby number is value of ADC voltage., voltage value (V) will be achieved.

System Voltage

System voltage OK/Trouble

RTC Clock

Real time clock OK/Trouble

Module Real Time Clock

Indicates the time of the module RTC

Set RTC Clock

By pressing this button real time clock of the module will be set.

Inputs IN1...IN2

IN1...IN2 is the indicated input ADC and voltage value V.

1/101...1/102

1/01...1/02 is the indicated voltage ADC value and current ADC value mA.

1/101...1/102 On/Off

Checked box nearby the appropriate input/output I/01...1/02 means that this input/output currently has ‘0’ or ‘1’
state. The output could be activated by pressing On/Off button

1W (I/0) On/Off

Checked check box nearby the digital outputs 1W (1/0) means that the 1-Wire Bus currently has ‘0’ or ‘1’ state.
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8.3.1

| {8} SERAZ [GTCOM2)

SiFile S Settings omDevices [ Read [F5]

RT Testing & Monitoring Security Alarm Panel/ Access

[&]werite [FE] M Update B Help

- System Options

- (FEM Communications

- PETM CI0 to SMS Converter
- Uzersfsccess contral

- InputsBurglar Alarm Zones

Zone32

Zone1...

I, Fone Mame 1 GTCOM2Z N1

I04,Zone Mame 4,Zone Dlsabled

103, Zone Mame 5, Zone Dlsabled

Monitoring window

Hardware  Security Alarm Panelifccess  Sensorsidutomation  Evert Moritoring

Security Alarm Panel Monitoring

< Outputs (FGM) systemstae  DISARN
- Automation/Sensors ID2,Zone Mame 2 GTCOM2, IN2
- Evert List DISARM ARM SLEEP STAY
- Evert Log
- Testing&honitaring
- Fitminvare I0:3,Zone Mame 3, Zone Dlsabled S Em YRR B &
RTC Clock 2 o

Module Real Time Clock: 18 Set RTC Clock

20240115 13:33:28, Monday

Access Control

iButton Read 000000000000
Incoming Call |
Wiegand RFID Cardbey 0000000000

Wey Press | Code 1]

Zone number

Alarm

If checked and the color is red the zone is alarmed

Alarm Shutdown

If checked and the color is red alarm shutdown for the zone is activated. Allowable number of the same alarm events
is reached and the same events will not be reported.

Bypassed

If checked and the color is red, the zone is bypassed.

Forced

If checked and the color is red, the zone is forced

Tamper/Fault

If checked and the color is red, the zone is tampered.

Tamper Shutdown

If checked and the color is red tamper shutdown for the zone is activated. Allowable number of the same tamper
shutdown events is reached and the same events will not be reported.

System State

Indication that at the moment the module is in waiting ARM, ARM, DISARM, SLEEP or STAY mode

DISARM After pressing the button DISARM, disarm mode should be entered
ARM After pressing the button ARM, arm mode should be entered
SLEEP After pressing the button SLEEP, sleep mode should be entered
STAY After pressing the button STAY, arm mode should be entered
If the checkbox is checked and the color is red the trouble with system voltage is indicating. If color is green, there is
System Voltage .
no trouble with system voltage.
RTC Clock If the checkbox is checked and the color is red RTC clock is not set. If color is green, RTC clock is set.

Module Real Time Clock

Real time and date is indicating.

iButton Read

The number of iButton Maxim iButton key DS1990A - 64 Bit ID code that is arming the system.

Incoming call

The number of users phone that is calling to the module’s SIM.

Wiegand RFID Card Key

The number of Wiegand RFID Key Card that is arming the system.

8.3.2

RT Testing & Monitoring > Event Monitoring

Real-time Testing & Monitoring > Event Monitoring

The Event Monitoring window will show real time events information

{® straz - O %
File  Settings Devices |5| Read [F5] & Write [F6] @ Update  About.,
o System Options Monitoring wwincow
Gt Communications Hardware | Securtty Alarm Panelifccess | Sensorsiautomation
- Uzersifocess control

— InputsBurglar Alarm Zones
- Otputs (PGM)

UEI? - Event 340701,

Time: 2020-01-08 DX 33:5

oo Remote Close, Usewl}u NamSysie
“Bvent1:455.01: T Tihmer2020-01-08 0833 4

~ Anto=arm-Eailed ——— Note: Event report text which was indicated.

! 003 Event{3530H003 _  Time:2020-01-08 083347 Remote Uplosd/Dowrioad —
e nnatonizensors 02 Event1:553:01:002 T Timer2020-01.08 003344 Remote UBGauDownioad—
- Event Summary 01 Event1:55301:00 Time:2020-01-06 02:33:93  Remate UploadDevwrload

Evert:1:407:01.000 Time; 2020-01-08 093340 Remote Open, User, 000, Name: Syster

- Events Log 00
RT Testing&Monitoring
IFmvare

Figure 44 RT Testing & Monitoring > Event Monitoring window.
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8.4 SERA2 Remote Configuration, Firmware Updates, Monitoring, and Logging

g,

What actions can be performed remotely when connected to a module over the internet?

System configuration parameters can be changed.
Read/Clear event log

System status and temperature sensors can be monitored.
Firmware updates for the module can be implemented.

How does remote connection work?

e  The remote connection is established via GPRS/LTE using the TCP/IP protocol.
e  The GSM module connects to the internet through GPRS, linking to the SERA cloud server [cloud.topkodas.lt].
e  The SERA2 configuration tool establishes the connection using the unique ID (IMEI) of the module.

PROGATE <-> SERA Cloud Server [cloud.topkodas.It] €->SERA2 Configuration software (Windows)

Or

PROGATE < - SERA Cloud Server [cloud.topkodas.It] €->SERANOVA app (Web,Android,|OS) https://seranova.eu/login

Sera Cloud Server opens tunnel between module PROGATE and SERA2 or APP and lets them communicate to each other via TCP protocol.

' Ensure the SIM card has GPRS/LTE mobile data service activated by the network provider. Usually, this service is enabled by default.
s If not, reach out to the GSM service provider for activation.

Steps to activate Remote control over internet:

1. Goto SERA2 > GSM Communication > Network/ SIM card tab
2. Set APN, Login, Password

(i)

(&} SERAZ [PROGATE] - O x
File SiySetting: gmDevices [ Read [F5]  [§]write [F6] B Update Help

- mystem Options Event Repotting/Communication

- GEM Communications SMSIDIAL reporting  Custom SMS Text  Metwork JSIM Card | oMS Reporting  SERA Cloud Service

- Uzersifcoess contral
- InputsBurglar Alarm Zones

- Outputs (PGM) SIn Card settings Metwvark
- AutamationiSensors :
- Event List S Cardd PIN: El Metwork Auto e
-~ Event Log .
APN: internet
- Testing&Monitoring | | WS over LTE, ol TE
- Firmwyare Logir: | |

Pazswoard: | |

Fa .
3. If needed, APN/Password/Login/IP/Domain/ Port /PING time /KEY can be set by SMS commands
[INST000000_008_APN#LOGIN#PSW#
008= command code (GPRS network settings); APN=31 symbols; LOGIN=31 symbols; PSW=31 symbols

e.g.
|INSTOOOOOO_OOS_internet###I - Apn="internet and no login and password.
4. Goto SERA2 > GSM Communication window> Sera Cloud Service tab. Set ‘Sera Cloud Service’ (default) checkbox.

]

SERALZ [PROGATE] - O >
File S Settings g Devices |&Read [F5]  @|wirite [F6] B0 Update M Help
- mypsten Options Event ReportingfCommunication
- GEM Communications SMSDIAL reporting  Custom SMS Text  Metwork /SIM Card  CMS Reporting SERA Cloud Service

- zerzifccess contral
- InputsiBurdlar Alarm Zones

- Qutputs (PGh)

- AutomationSzenzars Enable [ SERA Cloud Service (Default)
- Event List

- Evert Log IP ar Damain: |'::I':'u'j't':'F'k':"j‘a‘S'rt

- Testing&hanitaring . 10000
- Firmywvare Fiemote Port -

APP Key:

5. Write the configuration into the module by pressing [Write]
6. Ready the module by inserting the SIM card, attaching the antenna, and connecting the 12V/1A VDC power supply.
7.  Wait for the module to register to the network and connect to the ‘'SERA Cloud service’
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8. Start SERA2 and press [Connect remotely ...] or press SERA2 > Settings

(3) stRa2 = O X
Eifile Sgsettings caDevices []Read [F5)  Flwirite F6) 8 Update Dykelp
To start configuration
plug-in USB cable
W
s
(N
N
Or L\ Mg Z 7
By
7 N =N \\J;'}/
C ' § A [ /V.\)V\ -
(\ /// )
S——
| Cornect remotely . |
9. SERAZ2> Settings Check [SERA Cloud Service (default)] checkbox.
10. Enter module IMEI, App key (default: 123456), system name (optional)
Pragram Settings >

Language: |Endlish ~ |

Remote connection to the device over internet

IP/Dotmsin cloud topkodas

Port 1000

Check for Updates Automatically

Uze default SERA Cloud Service

Select unigue device idertifier LID (IMEIMAC) from the list of connection history

K" Clear &1l History

}\' Clear Selected

Device UDMMEMAC |agB01 1111111

v |2 uD List Ecitor

System Matme (Optional) |My system

App Hey

Connection status to the server:

Q Connect

Ok

,‘ Dizconnect

11. Press [Connect] button and wait till connection will be established. In the bottom in the status bar appears [TCP connected] notification.

Q The SERA2 software maintains a connection history for convenience, remembering all previously entered IMEI numbers. If there's a
1 need to clear the list of UID/IMEI, simply press [Clear History] or press [UID List Editor] to edit the connection history list.
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9 SMS Commands for remote control and configuration

L

List of user SMS commands: List of installer SMS commands:
. Control outputs e  Add/Edit/Delete user phone numbers
e  Set the system mode: Arm/Disarm/Stay/Sleep Control outputs
e  Bypass zones Arm/disarm the system or select STAY, SLEEP mode
. Set the time of the module Bypass zones
e Request zone test and system state Set the time of the module
. Forward messages to other number Request zone test and system state

Forward messages to other number

Set periodical test,

Set GPRS network settings

Remote control via Internet

Activate/ deactivate connection to the remote control server.
Enter/ deleting iButton keys

Change sensor’s values

Request module configuration information

Change user, installer password

Installer code — 6-digit password used for system configuration, control and request for information.
By default, installer code is 000000, which is highly recommended to change.

User code for SMS commands — 6-digit password used for system control and request for information.
By default, user code is 123456, which is highly recommended to change.

Q USER commands are exclusively accessible to individuals whose phone numbers have been registered in the module's system. Conversely,
1 INST commands can be transmitted from any phone number, provided the correct installer password is used.
. INST- Installer identification . USER - User identification
. Installer’s or user’'s password. . User's password.
e  space character e  space character
. Command code. e  Command code.
e  space character e  space character
. First configuration array . First configuration array
e  space character e  space character
. Second configuration array e  Second configuration array
. - etc. . - etc.

Example of how to add a Userl SMS and an autodialer notifications. For more information see the command table

INSTBBBBEE 001_1#37066666666#11111111#10000000#

SMS configuration is allowed only with Latin characters. Unicode is not allowed.

Very important!!! In this guide, '_' symbolizes a space in SMS commands and examples. Replace ' with a

space in your SMS texts, avoiding extra spaces or characters. '_'is used for clarity in examples
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9.1 The table of installers SMS commands

' SMS commands can be sent from any phone number as long as the correct installer (INST) password is used. Please safeguard your INST
S password diligently! The default password is set to ‘000000

Table 7 the table of installers commands

[NST000000_001_ID#TEL#SMS#DIALH

e.g.
[INST000000_001_1#37066666666#11111111#10000000%]

To add admin user phone numbers for SMS and Call notifications upon an event, use the
following format:

001 = Code for adding admin user's phone numbers

ID = User index (1-8)

TEL = User's phone number (max 16 digits), without (+), including country and operator's code.

End with '#'

SMS = Notification event filter. 1 sends the event, O doesn't. Events are ordered (1.2.3...n), e.g.,
001000

DIAL = Dial event filter. 1 dials if the event occurs, 0 doesn't. Events are ordered (1.2.3...n), e.g.,
101000

#= delimiter

Example: INSTO00000 001 1#37066666666#0001000000#0000011111#

The event filter order is as follows, with 0 indicating disabled and 1 enabled:
1. Alarm/Restore (CID 100 group)

System Open/Close (CID 400 group)

System Troubles (CID 300 group)

Sensorl-Sensor32 Alarm/Restore

Test Events (CID 600 group)

Other Events

Input/Zonel Alarm/Restore

Input/Zone2 Alarm/Restore

And so on.

CoNoarWD

[INST000000_002_ID|

e.g. Delete admin Userl at index 1
INST000000_002_1

To delete an admin user's phone number (used for SMS notifications), use the command
'002' followed by the user ID index (1-8).

002 = Command code for deletion
ID = User index (1 to 8)

INST000000_003]

Delete all users in database.
003 = Command code

INST000000_004_ID#TEL#OUT#OPT#NAME]

e.g. Add user at index 1, phone-37066666666, outl
[INST000000_004_1#37066666666#1#10#Jon#]

To enter user‘s telephone number for remote control via short call
USER NAME-only Latin characters is allowed inside SMS
004= command code (enter user's telephone number for remote control via short call)
ID = user ID number 001-800
TEL = user's telephone number (max 16 digits) without (+) comprised of country code, operator's
code and user's telephone number. the end symbol #;
OUT= output number, that will be controlled, 1-32. 0-Disabled, 1=OUT1=RELAY,2-OUT2, ...
OPT = 0 —disabled 1 — enabled, Sequence from the left to the right
1. User Enabled
2. Enable Arm/Disarm system by call
NAME = User Name up to 31 characters.

(INST000000_005_TEL#

e.g. delete user associated with phone
37061611111
[INST000000_005_37061611111]

To delete a user's remote control access according phone number, use:

005 = Command code for deletion.

TEL = User's phone number (16 digits max, without '+"), including country and operator codes. The
number must match the one in the module's memory."

[INST000000_006_ID|

e.g. delete user at index 200
INST000000_006_200

Delete user's phone number by index.
006= command code
ID = Enter the user's index number from 001 to 800 to delete all data associated with the user.

[INST000000_007_P#PER#HH:mm#

e.g.
[INST000000_007_1#7#18:30#

Automatic periodical test settings

007= command code (Automatic periodical test)

P= 0-test disabled, 1- test period by 24 hours, 2- period by hours
PER= automatic test sending period from 1 to 99999 days or hours
HH-hours 0-23,

mm- minutes 0-59
e.g. INSTO00000 007 2#1#14:50# The test will be send every 1 hour

(INST000000_008_APN#LOGIN#PSW#,

DATA/GPRS/LTE network settings
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e.g. 008= command code (network settings)
[INST000000,_008_internet### APN=31 symbols
Apn="internet and no login and password. LOGIN=31 symbols

PSW=31 symbols

SERA cloud Service Parameters

009= command code (Remote control of the module over the Internet)

ADDR = the format of IP address xxx.xxx.xxx.xxx (the numbers from 0 to 255 should be separated
by dot or domain text length of up to 47 characters)

PORT= TCP port number .Default:10000

PING= 600 default.

KEY= App Key. App and remote service key. Default:"123456”

Default parameters is in the picture bellow. We recommend do not change these parameters.
&) SERAY

(INST000000_009_ ADDR#PORT#PING#KEY#

0]

[INST000000 009 cloud.topkodas.It#1000#600#123456#

File Setings Devices F|Aead [F5| I Wiite[F6] @ Update About.,
o . Evert Reportrgfommrcation

SMEDHAL reporting | Cuistom SMS Teat | GRRSIPTCRADP | CMS Reporting |[ SERA Cloud Service

GEM Commurscations

R ETLEEEs T
InputsBunginr Alwem Zones
Cudpuds (POM)
AutomationSensns Enakie & ™ SERA Cloud Service (Defoul)
Evert Summary e
Everts Log P or Domain jcicuud topkodas §
Rt Tetnahorkoiy Rermate Port Jrocon
Farrmreare
AP Key = |

INST000000,_010_E

Enable or disable the 'SERA Cloud service' for APP and remote device connection.
010= command code (To activate the connection to the remote control server).
E= 1- (enabled) or O - (disabled).

e.g. deactivate cloud service
INST000000,_010_0|
e.g. activate cloud service

INST000000,010_1

INST000000 011 E Enable/Disable GUEST (unauthorized call) mode on USER 9. APP and remote connection to
- Enable GUEST mode device.

eg.
eg. - Disable GUEST mode 011= command code (activate GUEST mode on USER 9). Enable incoming call guest mode on

e.9. Dual command 011 and 004 set USER9 USER 9 settings. Module will accept all unauthorized calls and do selected action (e.g. to control an
[INST000000_011_1_004, S##1#10#Unauthorized#] output, gate) on USER 9.

Enable Guest mode on USER9, .
set control OUT1 E= 1-enabled, O-disabled

Username: ‘Guest'

Enter the user's telephone number for remote control via a short call without an index.
USER NAME-only Latin characters is allowed inside SMS
012= Command code (enter the user's telephone number in the free space for remote control via a
[INST000000_012_TEL#OUT#OPT#NAME# short call)
TEL = The user's telephone number (max 16 digits) without the (+) sign, consisting of the country
2 code, operator's code, and the user's telephone number. Use the end symbol #.
[NST000000,012,37066666666#1#10#Jon#] OUT = Output number for remote control that will be controlled value= (0-32). 0 = Disabled,
1=0OUT1(RELAY), 2=0UT2... and so on.
OPT = 0 — Disabled, 1 — Enabled (Sequence from left to right):

1. User Enabled

2. Enable Arm/Disarm alarm system by call
NAME = User Name up to 31 characters.

o

Add the user's telephone number for remote control via a short call to the free space of
memory. Enable the user and assign control of RELAY (OUT1).
|INSTOOOOOO“01 3. TEL # NAM E#l Q Y Note: To assign a user to a spgcific index or enable user(control)for other outputs, utilize the
1 commands 004 or 012.
013= Command code
TEL = The user's telephone number (max 16 digits) without the (+) sign, consisting of the country
code, operator's code, and the user's telephone number. Use the end symbol #.
NAME: User Name (optional, up to 31 characters).

o

[INST000000_013_37066666666#Jon#]

View user phone numbers from the user database using:
018= Command code

The response SMS will appear as:

INST000000,018 [Enabled],[ID],[Phone],[Output]
Where:

User Enabled (O for disabled, 1 for enabled)

ID= User index

Phone= User phone number

Output= Chosen output number for remote control.

(INST000000_019_N#P|

To change the operation algorithm of the output
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e.g.
[INST000000_019_1#24]
Set OUT1 as [Access Control]

019= command code (To change the operation algorithm of the output)
N = output number from 1 to 32
P = output operation algorithm. Set O to 24

0. Disable 9. System Armed Status 18. Pulse On ARM/DISARM

1. Bell 10.  Alarm Indication 19. Output State

2. Buzzer 11.  Lost Primary Chanel 20. Zone OK

3. Flash 12.  Lost Secondary Chanel 21.  Activate by ARM/DISARM Command
4. System State 13.  Fire Sensor 22. Activate by SLEEP/DISARM

5. ARM Status 14.  RH Sensor Trouble Command

6. Remote Control & Automation 15.  Access Gained 23.  Activate by STAY/DISARM Command
7. AC OK 16.  STAY Armed Status 24.  Access Control

8. Battery OK 17. SLEEP Armed Status

INST000000,_020_N

Invert output state
020= command code (outputs inversion)
N = output humber from 1 to 32.

(INST000000_021_N#ST]|

Output activation or deactivation

021= command code (Output activation or deactivation)
N = output number 1-32

ST = output mode 0 — OFF, 1- ON

(INST000000_022 N#TIME#

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-32

TIME = 0-999999 Time interval in seconds for the output activation.

[INST000000_030_ST]

Change security system‘s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system‘s mode)
ST = 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

(INST000000_031_ZN#BYP|

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32

BYP= 1 — zone bypass 0- zone active.

INST000000,_063_S

iButton keys learning/deleting mode

063= command code (iButton keys learning/deleting mode)

S=iButton keys entering/deletion mode.

0-Disable iButton/RFID keys learning mode

1-Enable iButton/RFID keys learning mode

2-iButton/RFID keys deleting mode. To delete these keys from memory, which will be touched to
the reader

[[NST000000_070_N#VALUE #

e.g.

INST000000,070_1#23.5#

Programming of max sensors value upon reaching, the SMS message with ,,High Alarm*
text will be sent

070= command code (max sensors value upon reaching which, the SMS message with ,High
Alarm*® text will be sent)

N = sensor number

VALUE= Format 0000.00 High Alarm Value

[INST000000_071_N#VALUE 4]

Programming of minimal sensors value upon reaching the SMS message with ,,Low Alarm“
text will be sent

071= command code (min sensors value upon reaching which, the SMS message with ,Low Alarm*
text will be sent)

N = sensor number

VALUE = Format 0000.00 Low Alarm Value

[INST000000_072 N#VALUE#

Programming of sensor max value upon reaching the selected output will be activated. For
example, cooling equipment

072= command code (sensor max value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 sensor max value upon reaching, the selected output will be activated.

(INST000000_073_N#VALUE#

Programming of sensor min value upon reaching the selected output will be activated. For
example, heating equipment

073= command code (sensor min value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 Sensor min value upon reaching which, the output will be activated.

[INST000000_090_NewlInstPsw

Change installer‘s password (Installers password should be changed before exploitation of the
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module)
090= command code (Change of installer's password)
NewlnstPsw = New Installer's password.

(INST000000_091_NewUserPsw|
e.g.
(INST000000_091_654321|

Change user‘s password (User's password should be changed before exploitation of the module)
091= command code (Change user‘s password)
NewUserPsw = New user's password.

INST000000_092,

Remote reset of the module via SMS messages
092= command code (Remote reset of the module via SMS messages)

(INST000000_093_yyyy/MM/dd#HH:mm#

Time of the module setting via SMS message.
The time is usually synchronized via a server or mobile network. However, if synchronization is disabled, it can be set manually via
SMS.

093= command code (Time of the module setting via SMS message)
Time format of the module:

yyyy/MM/dd#HH:mm#

yyyy -year

MM-month 1-12

dd - day of the month 1-31

HH-hours 0-23

mm- minutes 0-59

[INST000000_094, TEL#SMS|

e.g.
[INST000000_094_+370616111111#Hello]

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)
TEL = phone number to which will be forwarded sms text

SMS = sms text that will be send to the referred number.

TEL=861611111111 local number or international format e.g. +370616111111

SMS text =Latin Charset

After this command could not be other commands like: 094 SMS 030 1
because all messages will be forwarded to other numer "SMS 030 1"

Zone Walk Test request
095= command code (Zone Test request)

[INST 000000_095_E| E = 1- test request activated, 0- test request deactivated

When zone is activated, the bell generates the sound,

ARM/DISARM system automatically turn off this function
Fire sensors reset.

System state request:

100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)
2- the values of active sensors request

3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state
(ARM/DISARM/STAY).
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9.2 The table of users SMS commands

If USER123456 commands are used, the phone number must be in the list of users SERA2> Users/ Access control; if the phone
. number is not in the list, SMS commands from this phone number will be blocked.

o) SERAZ

File Settings Devices [3]Read [F5] 5] Write [F6] @ Update  About..

- System Opllons Fremoie Cortrol Users fokls

EEM Commurications Temporary scoess Date/Time window: |

es EEd Lissr Hame | e | L= Tel | iButton code RFID Heveard | Wb oode | our | asmoissrm | wmic [oae En| Start Dale Eqiration Date |

L O tputs (P |1 Master Uszer 37000000000 000000000000 i HCRE [ r 201 90225 15:24:25 2019.02-25 1 6:24: 25

L B oA OSensonE 1 R Uzer + 00000000000 0000000000 T - r - 204 9-02-25 16:24:25 2019-02-25 1 6:24: 25
' SMS configuration is allowed only with Latin characters. Unicode is not allowed.

Table 8 the table of user's commands

Change state of selected OUT output to the inverted state.
Output state changes every time after sending command code.

USER123456,020 N 020= command code (Change state of selected OUT output to the inverted state.)
N = output number from 1 to 10.
Activate or deactivate selected output N.

[USER123456_021_N#ST| 021= command code (Activate or deactivate selected output N)

N = output number from 1 to 10.
ST= output mode: 0 — deactivated output, 1- activated output

[USER123456_022_N#TIME#H

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-10

TIME = 0-999999 Time interval in seconds for the output activation.

[USER123456_030_ST]|

Change security system’s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
ST = Security system mode 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

Enter user phone number in the SERA2> Users/ Access control list

[USER123456_031_ZN#BYP)

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32

BYP= 1 — zone bypass 0- zone active.

[USER123456_094 TEL#SMS|

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)
TEL = phone number to which will be forwarded sms text

SMS = sms text that will be send to the referred phone number

[USER123456_100 N|

System state request:

100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)

2- the values of active sensors request

3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state
(ARM/DISARM/STAY).
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10 System Info of device and Firmware Updates

. &
e M
System Options > System Info The System Info window let you take a look to the main hardware, boot loader,

firmware, serial no, IMEl, GSM Modem information.

| {8} SERA2 [GTCOMZ] - O X

[EFile S Settings g Devices  [&]Read [F5]  [&]Write [F6] @ Update {3 Help
- Systemn Options System |
- G3M Communications General System Options  System FaultTroubles  SystemInfo Access :
- PSTH CID to SMS Conwverter
- Usersifccess contral GSM Modem  2G/4G GSMIGPRSIEDGE(S00/1 800MHz)f 4G LTE-FOD(E /B3B5E7 BSiB20)
- InputsBurglar Alarm Zones |
- OLtpLts (PG Hardwsare: GTCOM2
- AutomationSensors Boctioader: GTCOMZ_hoot_vw2
- Ewent List |
- Ewent Log Firmweare: 052310252053 - |
. " . L
- Testing&Manitaring Serial Mo o011 04 .
-~ Firmware S e |
IMEI: SEE011C Ee) T
Modem Type: 4G-E2 B 402 |
GET ITON # Download on the 1 {
"” Google Play [ ¢ App Store e @
S o™
hitps Aitopkodas. cormfapp ,’g@@ @Q )
GSM Modem Modem type and supported bands
Hardware Device type
Bootloader Bootloader version
Firmware Configuration software
Serial No Module registration number
IMEI GSM modem IMEI address.
Firmware Update:
SERAZ2 > Firmware This window let you update the firmware of the module.
[ @ seraz [GTCOM2] - O b
[ElFile Sy fettings maDevices [E|Read [F5] &)Wt [F6] B Update M Help
: - System Cptions Firmuwvare
- 3EM Communicaiions
- PETH CIDto SMS Converter
- zerslibooess control
| - InputsBurglar Alarm Zores |
Pt OUtpLLS (PG |
- AutomationiSensors 1. Cpen firmwars file |
- Bvertt List CAProgram Files (x86)SERAZFirmywareUpdates G TCOMZ enc Browse
- Evert Log
i Testing&Monitoring Loaded firmuware file wversion: GTCOM2_v062310252063 |
| i Firmweare
2. Press [Start P Updste] Start Py Upclate

[ Preserve Device Configuration

3.0 P updste coesn't start automatically in e fevy seconds, reset module to continue...

4. Device BOOT mode detected. Please wait... Updating firmware is proceed...

! The device's firmware can be updated either through a USB connection or remotely over the internet using the 'SERA Cloud Service'.

Firmware Update Steps:
e Always keep SERA2 software updated. Each SERA2 software version includes the latest firmware update files.
. (Optional) To change the default firmware file, click [Browse] and open the folder containing the new firmware file.
' To retain the device's current configuration after the update, check the [Preserve Device Configuration] box. If unchecked, the configuration
. will reset to default after the update.
Click [Start Update].
If the update doesn't start within a few seconds, reset the module.
Wait for the process to complete.
Reset module to continue.
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11 Warranty Terms and Conditions

SAFETY INSTRUCTIONS FOR SERVICE PERSONS

Use the following list as a guide to find a suitable place for PROGATE module:

* Locate the module near a power outlet.

« Select a place that is free from vibration and shock.

* Place the module on a flat, stable surface and follow the installation instructions:

Do NOT locate the module where persons can walk on the secondary circuit cable(s).

Do NOT connect the module to electrical outlets on the same circuit as large appliances.

Do NOT select a place that exposes the module to direct sunlight, excessive heat, moisture, vapors, chemicals or dust.

Do NOT install the module near water (e.g., bathtub, wash bowl, kitchen/laundry sink, wet basement, or near a swimming pool).

Do NOT install the module and its accessories in areas where there is a risk of explosion.

Do NOT connect the module to electrical outlets controlled by wall switches or automatic timers.

AVOID sources of radio interference.

AVOID setting up the equipment near heaters, air conditioners, ventilators, and/or refrigerators.

AVOID locating module close to or on top of large metal objects (e.g., metal wall studs).

Safety Precautions Required During Installation

* NEVER install the module during a lightning storm.

* Ensure that cables are positioned so that accidents cannot occur. Connected cables must not be subject to excessive mechanical strain.

» The power supply must be Class I, FAIL SAFE with double or reinforced insulation between the PRIMARY and SECONDARY circuit/ENCLOSURE and
be an approved type acceptable to the local authorities. All national wiring rules shall be observed.

Limited Warranty

UAB “Topkodas” warrants the original purchaser that for a period of twelve months from the date of purchase, the product shall be free of defects in
materials and workmanship under normal use. During the warranty period, UAB “Topkodas” shall, at its option, repair or replace any defective product
upon return of the product to its factory, at no charge for labor and materials. Any replacement and/or repaired parts are warranted for the remainder of
the original warranty or ninety (90) days, whichever is longer. The original purchaser must promptly notify UAB “Topkodas” in writing that there is defect in
material or workmanship, such written notice to be received in all events prior to expiration of the warranty period. There is absolutely no warranty on
software and all software products are sold as a user license under the terms of the software license agreement included with the product. The Customer
assumes all responsibility for the proper selection, installation, operation and maintenance of any products purchased from UAB “Topkodas”. In such
cases, UAB “Topkodas” can replace or credit at its option.

International Warranty

UAB “Topkodas” shall not be responsible for any customs fees, taxes, or VAT that may be due.

Warranty Procedure

To obtain service under this warranty, please return the item(s) in question to the point of purchase. All authorized distributors and dealers have a warranty
program. Anyone returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment whatsoever
for which prior authorization has not been obtained.

Conditions to Void Warranty

This warranty applies only to defects in parts and workmanship relating to normal use. It does not cover:

» Damage incurred in shipping or handling;

» Damage caused by disaster such as fire, flood, wind, earthquake or lightning;

» Damage due to causes beyond the control of UAB “Topkodas” such as excessive voltage, mechanical shock or water damage;

» Damage caused by unauthorized attachment, alterations, modifications or foreign objects;

» Damage caused by peripherals (unless such peripherals were supplied by UAB “Topkodas”.);

« Defects caused by failure to provide a suitable installation environment for the products;

» Damage caused by use of the products for purposes other than those for which it was designed;

» Damage from improper maintenance;

» Damage arising out of any other abuse, mishandling or improper application of the products.

Items Not Covered by Warranty

(i) Freight cost to the repair center;

(i) Products which are not identified with UAB “Topkodas” product label and lot number or serial number;

Poducts disassembled or repaired in such a manner as to adversely affect performance or prevent adequate inspection or testing to verify any
warranty claim.
Under no circumstances shall UAB “Topkodas” be liable for any special, incidental, or consequential damages based upon breach of warranty, breach
of contract, negligence, strict liability, or any other legal theory. Such damages include, but are not limited to, loss of profits, loss of the product or any
associated equipment, cost of capital, cost of substitute or replacement equipment, facilities or services, down time, purchaser’s time, the claims of third
parties, including customers, and injury to property. The laws of some jurisdictions limit or do not allow the disclaimer of consequential damages. If the
laws of such a jurisdiction apply to any claim by or against UAB “Topkodas”, the limitations and disclaimers contained here shall be to the greatest extent
permitted by law. Some states do not allow the exclusion or limitation of incidental or consequential damages, so that the above may not apply to you.
Disclaimer of Warranties

UAB “Topkodas” neither assumes responsibility for, nor authorizes any other person purporting to act on its behalf to modify or to change this warranty,
nor to assume for it any other warranty or liability concerning this product.

WARNING:

UAB “Topkodas” recommends that the entire system be completely tested on a regular basis. However, despite frequent testing, and due to, but not limited
to, criminal tampering or electrical disruption, it is possible for this product to fail to perform as expected.

Out of Warranty Repairs

UAB “Topkodas” will at its option repair or replace out-of-warranty products which are returned to its factory according to the following conditions. Anyone
returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment whatsoever for which prior
authorization has not been obtained. Products which UAB “Topkodas” determines to be repairable will be repaired and returned. A set fee which UAB
“Topkodas” has predetermined and which may be revised from time to time, will be charged for each unit repaired. Products which UAB “Topkodas”
determines not to be repairable will be replaced by the nearest equivalent product available at that time. The current market price of the replacement
product will be charged for each replacement unit.

WARNING - READ CAREFULLY

Note to Installers

This warning contains vital information. As the only individual in contact with system users, it is your responsibility to bring each item in this warning to the
attention of the users of this system.

System Failures

This system has been carefully designed to be as effective as possible. There are circumstances, however, involving fire, burglary, or other types of
emergencies where it may not provide protection. Any alarm system of any type may be compromised deliberately or may fail to operate as expected for
a variety of reasons. Some but not all of these reasons may be:
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* Inadequate Installation

The module must be installed properly in order to provide adequate protection.

* Criminal Knowledge

This system contains security features which were known to be effective at the time of manufacture. It is possible for persons

With criminal intent to develop techniques which reduce the effectiveness of these features. It is important that a system be reviewed periodically to ensure
that its features remain effective and that it be updated or replaced if it is found that it does not provide the protection expected.

* Access by Intruders

Intruders may enter through an unprotected access point, circumvent a sensing device, evade detection by moving through an area of insufficient coverage,
disconnect a warning device, or interfere with or prevent the proper operation of the system.

» Power Failure

Control units, intrusion detectors, smoke detectors and many other security devices require an adequate power supply for proper operation. If a device
operates from batteries, it is possible for the batteries to fail. Even if the batteries have not failed, they must be charged, in good condition and installed
correctly. If a device operates only by AC power, any interruption, however brief, will render that device inoperative while it does not have power. Power
interruptions of any length are often accompanied by voltage fluctuations which may damage electronic equipment. After a power interruption has occurred,
immediately conduct a complete system test to ensure that the system operates as intended.

* Failure of Replaceable Batteries

Ambient conditions such as high humidity, high or low temperatures, or large temperature fluctuations may reduce the expected battery life. While each
transmitting device has a low battery monitor which identifies when the batteries need to be replaced, this monitor may fail to operate as expected. Regular
testing and maintenance will keep the system in good operating condition.

» Compromise of GSM network

Signals may not reach the receiver under all circumstances which could include metal objects placed on or near the radio path or deliberate jamming or
other inadvertent signal interference.

*» System Users

A user may not be able to operate a panic or emergency switch possibly due to permanent or temporary physical disability, inability to reach the device in
time, or unfamiliarity with the correct operation. It is important that all system users be trained in the correct operation of the module and that they know
how to respond when the system indicates an alarm

» Smoke Detectors

Smoke detectors may not properly alert occupants of a fire for a number of reasons, some of which follow. The smoke detectors may have been improperly
installed or positioned. Smoke may not be able to reach the smoke detectors, such as when the fire is in a chimney, walls or roofs, or on the other side of
closed doors. Smoke detectors may not detect smoke from fires on another level of the residence or building.

Every fire is different in the amount of smoke produced and the rate of burning. Smoke detectors cannot sense all types of fire is equally well. Smoke
detectors may not provide timely warning of fires caused by carelessness or safety hazards such as smoking in bed, violent explosions, escaping gas, and
improper storage of flammable materials, overloaded electrical circuits, and children playing with matches or arson.

Even if the smoke detector operates as intended, there may be circumstances when there is insufficient warning to allow all occupants to escape in time
to avoid injury or death.

* Motion Detectors

Motion detectors can only detect motion within the designated areas as shown in their respective installation instructions. They cannot discriminate between
intruders and intended occupants. Motion detectors do not provide volumetric area protection. They have multiple beams of detection and motion can only
be detected in unobstructed areas covered by these beams. They cannot detect motion which occurs behind walls, ceilings, floor, closed doors, glass
partitions, glass doors or windows. Any type of tampering whether intentional or unintentional such as masking, painting, or spraying of any material on
the lenses, mirrors, windows or any other part of the detection system will impair its proper operation.

Passive infrared motion detectors operate by sensing changes in temperature. However their effectiveness can be reduced when the ambient temperature
rises near or above body temperature or if there are intentional or unintentional sources of heat in or near the detection area. Some of these heat sources
could be heaters, radiators, stoves, barbeques, fireplaces, sunlight, steam vents, lighting and so on.

» Warning Devices

Warning devices such as sirens, bells, horns, or strobes may not warn people or waken someone sleeping if there is an intervening wall or door. If warning
devices are located on a different level of the residence or premise, then it is less likely that the occupants will be alerted or awakened. Audible warning
devices may be interfered with by other noise sources such as stereos, radios, televisions, air conditioners or other appliances, or passing traffic. Audible
warning devices, however loud, may not be heard by a hearing-impaired person.

* GSM network

If GSM network are used to transmit alarms, it may be out of service for certain periods of time.

* Insufficient Time

There may be circumstances when the system will operate as intended, yet the occupants will not be protected from the emergency due to their inability
to respond to the warnings in a timely manner. If the system is monitored, the response may not occur in time to protect the occupants or their belongings.
» Component Failure

Although every effort has been made to make this system as reliable as possible, the system may fail to function as intended due to the failure of a
component.

* Inadequate Testing

Most problems that would prevent the module from operating as intended can be found by regular testing and maintenance. The complete system should
be tested weekly and immediately after a break-in, an attempted break-in, a fire, a storm, an accident, or any kind of construction activity inside or outside
the premises.

*Security and Insurance

Regardless of its capabilities, the module PROGATE is not a substitute for property or life insurance. The module PROGATE also is not a substitute for
property owners, renters, or other occupants to act prudently to prevent or minimize the harmful effects of an emergency situation.
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